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1.1 REERETS

FREZRET DHIIC. MIRETZREL TS,
BETDREICIF. FETREIT DALY A LT —/)\ZHRAUCEBNICRET 7ENDDET,

CARBEICFEDIFT
72BN EEEE S feFF CLTHL & BRIBHEMSRDNET,

1.1.1 FAZERETD

FE TR ZRET 2HED IV MlZRULET,
® IVVE

200478 1H 1285309 00 =ERET D
# date 040701123000

112 94LY—N\NZFIAUVTERETS

A LY—\ZFRAUCEBNICRHAZRET 2HaDRETEZHHLET,

@ ERTESRY

o YALT—)\FKUR ©192.168.1.10
o ORI " sntp

o FEHERE 1H

LEDRERMCE > CRET DHBEDIN Y MIIERULET,
® IVVE

A L= I\ZEHETD
# time auto server 192.168.1.10 sntp
# time auto interval 1d

RERT

# save

REZBMICTD

# enable

7 et ZEE T D
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1.2

INRAD—REIRETD

JNIRD—=RZERETHE. F—ZFILY T DT 7 Ecld telnet SDOT A VEIC, JKAT—RAAICKDT
OJFVZHBRI S ENTEXT,
JNRD— RZHRET DHEDINY MiERLET,

® VUK

JINAT—R&EUT pass!word! ZERET D
# password set pass!word!

RERT

# save

aJ#x79%
# exit
>

BEOJFVID

> logon
Password: CINRT—REANTD

#

Gevb
FWEU/NRAT— REENIEE. CBAROREICRICEICKOT. NRAT—REHTIENTEET,
RREL. ENETORENBRTNTRONET,

& 2B MR1000 FSTIYVa—FT 4 [5 CEBARBDREICRTICIE] (P42)

8 JXAD—RERETD
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1.3

1.3.

Y T IVEEREZ(ES

ARECIF. YUTIR—MERECERY MO—0&RLTWVWS/)\Y Ihe0J4 > L. ONY RZANT
BDCEITED, FE. BIEOLUREBRTEEZITDOCENTEFXT,

2 T)UBEETIE. ON Y RASZ@BNT /eI, UITDOEEEZ T IR— ML TWVET,
o OV REfTHEE

o AJIfmERLRE

o IRIEZHIEEE

o OV REATHTTHEE

o OV N5 ¥/ SRR R/ PR AE

o IOV REBIHTTHAE

o OV RRITIFEZRTHEE

o OV NIEFEREE

BUIRIC, ZNZNORBEICDOWVTEHRELET .

Ry o —
1 13V RETHERE
O RETHEETIE. OV Y RXFENZ AU, [Return] F—Ffcld [Enter] F—FILCONY Y RESET
TDENTEFT,
OX Y RYFH|EUTAATEDDIE. ASCIXE., EUCEFZFCIFY T MNISEFTY,
BEF - REIETEIDHEEE. [BYFREEHAEE] @ [KANJ] Z8RULTLEE0,

OV RXFHDEAXFHIF. ASCIXFDHEIC1022XF (TOV T MFINZEST) TT., RF1XF
(& ASCIXF2XFHICHEALE T,

& SR [ AYLBREEHEsE] (P16)

1.3.2 ANiRSEEEE

ATHREMBET(E. AN UEOVY RXFHIT. H—VIVEE). XFHA. XFHIER. S#5EHIBR. TIDED. &
DRIFEEZTDCENTEXT,

& 28 [+—)\(VR—%] (P15)

1.3.3 RIREEEEE

RIBZHIEEECIE. RIBEHICEZERELTC. ¥ IT)UEDENEZIEE I D LN TEET,
AiRERREZER U CVWTEERTDEN UL BED5EE. [BWFRELEHRACME] O [LINES] ([CHE{T,
%Z. [COLUMNS] [CHEHHZRELE T, REZMIE. env IV RTERE. HIRBKIUXRTULET,

& SR [ GHgREEKREE] (P16)

9 U T UisBEERE S
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1.3.4 179V RBRHSTHEEE

OV RRMAFTEEECIE. OVY RRZABANDULENT [Tab]l F—F2F [Crl] + [l F—Z#Hg L, OV
VREH-BERREINE T, Ffeo OVY RRZFRETANLT [Tab] F—FTclE [Crl] + [I] F—7=3F7
& BEOOINY RXXFHHETESNE T MRS NONFIE. FEFICLDTEEDFT,

BIRIC. ADUEXFHNEMBRIC DV TRULE T,

o INYVRRZEABHANDULTCVEVNEEG. INTOIVY REA—BRRSNE T,

o ANUEXFITIRED IV Y RN DHHHEE. AT 0 IV FREZF I XFNEHNICASIINE T,
o ANURNFINTHFDINY FEDEKSD. BUXFIINm<HE. BUXFIOED N EBRICAN

SNFEI,
o ANURNFITHFEDINY RADEHDD . BFHNFIDHR<IBE. IVY RRDEHEHI—BERRS
nFE9,

o ADUEXFITIED IV RRDBEWVEEG. IHRRSNFEA.

1.3.5 VY RS54 SHART AR TIEEE

OV N5 [#f#se SRR TERRTEEE Tl BRERIVY ROSIHZANITDEE. HBHASILENT
[Tab] F—Ffcld [Ctrl] + [] F—ZHT &, SIMB KLU MIRHBD—ERRINE T, Ffo. 5IZERHX
TAAUT [Tab] F—Ffeld [Ctrl] + [ F—=#WI & FEOHDOXFIHETINE T,

51#mseEfEE. [Tab]l F—&TclE [Curll + [ F—ZBIEHICRO>OTELEDFET,
[Tab] F—Ffcld [Cull + [ F—Z2WIEHEEFF. LFDESDTY,

e 1 DB RUE HIREN —ERTREFCFTENE T, IV N RO
EFCY,

e 2[d] SBR[ HURAEDRANRRSNE T,

e 3[H P ZOSIEBRAEDIN Y FADERADRRENE T,

e 4[] ST EIEHDOBEICRDE D,

o BRERINVY NS CBICOVY FASERXARRENE T,

BOTTY R, T TR TEEGEE. BT - CRY)> CREIEET BT SN TEET. Sl
BT, TACOS M CIEMIEED SRS CE 3508 LTIESN, " F1-ld " #AN U BALICE
TBE. FRTDE R RN E T

1.3.6 19V REBSTHEGE

OV FEBMSTEAECIE. BRERIN Y RZERITCRITIDHEIC. OV REKRUSIMOILES ) =B
fiise (BENICAS) SEDIENTEX Y. BBFETINDIARE. RITULLEIOVY NCL2TELEDET,
FIERRREIE. OV FEEMETHEEZER UEVEREICE O TLE T, KiezaM(CRELICEETH, OJ7
D hZITOE. BEEFENICRDE T, TOHEE. Xy E—JEFRRSNEEA.

BURIC, OVY FEEETHREEZ B, RICRET 1A ULET,
o ONYRNEEMTHKEZENCERET 255
[Ctrl] + [O] F—=#HT & LUTFDX Yy Z—IDRREINE T,
OV FEBETREDBNICED T T, AEHOARTIIEESNETE v.

| Auto-completion is enabled. To disable, type Ctrl+G.

10 D T)URBEESED
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Bl
1t
3
frl

o ONY NEBIMTHKEZRYICERET 255

[Ctrl] + [G] F—Z=HWT &L LIRDXA Yy E—IDHERRINF T,
OV FESETHRENENICED T, ATIEFOABIIHESNE T,

| Auto-completion is disabled.

BUIRlC, RTPZZRLED,

® IOVUR
#lan 0 ip address 192.168.1.1/24 3 (BREHRIVY REERTTD)
#lan 0 ip (BEMICAN. "RREND)
# lan 0 ip dhcp service server (MiRBRR ZANL. RTTB)
#1an 0 ip dhcp (BEMICAN. JREND)
#lan 0 ip dhcp info address 192.168.1.100/24 (MiRERn Z AN L. RTTB)
#lan 0 ip dhcp info (BEMICAN. "RRENBD)

BHEICANSNIERBOIREFISEE. [Cull + [U] F—&FlE [Crll + [C] F—ZBLTLESW. Ffe.
A—VIVERIDS ¥ (—85E) ZHIFRT 2HEE. [Ctrl] + W] F—ZBLTLZEW. OX Y RICK>TE. B
BASIREDRNELCWVED. REHCANESND I ENDDHT,

1.3.7 3V FRITIHZIRTIEEE

OV RETIRZIRTHEECIE. OVY FZ2RITIDRIC. RTHBRAERTSESCENTEF T, Ktkae
(&, OV RRTERZREUVLED OSBRI IHERLEIERTER T,

ONY RROTFAZRRS B 5EEF. [BWFREENREE] O [TIMESTAMP] 7Z [on] ITERELE T,
OV RETIFZIE. history t VY R THIERIT HTENTERIN. IVY RERTEEICIEOTLS IV
RIEIITHFREINE T, Ffo. RBEZEH [PROMPT] TTOY T MXFICHZRRCEXRIN. INF3V
Y RZEERTURZITREEL, JOV T heRRUICRIDRRSNE T,

& 28 [ EHERRENREE] (P16)

1.3.8 17V REFEEEE

OV Y FEEEEETIE. RITUONY FZBREEUTCERERT S CECLD. BREZE>CIOVY FOBRTZ
I2CENTEFRT, Ffeo VY POBRRPEEIVY FOBRIEEDITOIIENTEEXT,
O NERZECIRT DITHZIEET 2HG(d. [BWFREEMBEE] O [HISTSIZE] Z2IRUL TS,

[Ctrl] + [P] #—¢& [Ctrl] + [N] +—TOVY RBEZIEXEZERL. BRcNCIVY REBERTURED. BiRsE

UCRTIHIEBHTERT,

& BR [F—/)\(VR=%] (P15). [ BHLREZHREME] (P16)

BUFIC, OVY FOBERITEBRRICOVCERRLE T,

BREETRFERTERFIF. ONVY RXFIEREMBHEDETERTHIENTEET,

11

D T)URBEESED
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a7 ROBET

VY RXFHDEAICBEERFZANIL. NV FZEBRTIHIENTERI, IV NI BRITID
VY RXYFHIDERRSNCH ETRITSNE T, Ffeo OV REEPEREES(E. history XY RTHRRT
BHIEDTEET, BB, BEETTIE. ATNTORNIC 1 ERIFEETETET .. TNLURICIEE ULLBEE.

BEOXFEHEINE T,

I BRICETLEOYY REBRITLETD,

| BEES IEEULCBER=SDIY Y REBEITLET,
I- B IBELCBEMEIOIYTY REBERITLET,
Bl : 1-3 BDREICETUEOVY Y REBRTENET )
| 251 BELENFIITIHFS IV ROFT, REICKTLUEIYY REBXRITUET.

Bl @ Inet (REICKITUTcnet TIF DIV Y RHBRITEINET.)

BEETFICHRIITXFINEANTHE. AN UEXFMNFIV Y RXFIDREISEMENE T .
BUIRIC. RTPZZRLED,
® IVVE

# netstat
(netstat DRITIR/RRHTREIND)

#11-a (ERIICETLEOYY RIC-a ZBINLTETT %)
netstat-a (BRI IV RXFIHRTREIND)
(netstat -a DERITHRRHFTREND)

a7 ROBFRT

BEERFICHRITTERRERT (p) ZANL. OIVY FEBRRSEDIENTEF T, CDEE, VU H
[FRITENFT A

FRSNCONY BXFHE FCEONY MEREE UCEHREINDIesH. RSN INY R FHZ R U
THHS NZANUTCRITI D ENTEE T,

p XY REBRRENE T,
Bl : Inet:p (BEICEITUIE net THE D IV REBRRENE T )

KTERFICHRITTFINEANTHE. ANUEXFMNFIN Y RXFIDREISEMENE T,
BURIC, RTPIZRULED,
® IVYVKR

# netstat
(netstat DRITIHR/RHTREIND)

#lnetp-a (BEICETUENetTHFED IV RIC-aZBILTHRRT D)
netstat-a (VY RXFFIHRTREND)

#1 (Bri0av Y REBRTTS)
netstat-a  (BETTD IV RXFIHRREIND)
(netstat -a DEITRRHFTREND)

12 > I)URREE R
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B OV RXF5EiE

VY RXFORI)ICERERT (V) EERNRNFINSLOBRXFNZAAL, BRIICERTULZINY

RONRNFINZERU CRITIDIENTEFT,
BN FIZEEE UBEWEEF. BIENRIFIDHEIRSNE T,

EET IERTEBEE. UTDEHBDTY, (A BIRNRXNFH. B BT, CEixF5l)

AANBA AZBICBIRUTEITTD

AANBA:p AZBICEBIRLTHRRT B

AANBAC AZBICEIRL. CEEIMULTRETTD
AAABA:pC AZBI[CEIRL. CEBILTRTID
AANA AZHIFRLTEITTS

AANAD AZHBRLTRERT D

AANAC AZHIFRL. CZENMLTEITTS
AAAMN:PC AZHIFRL. CEENMULTERRIT S

BURIC, RTHIZRUED,

® JO7YVR
# show lan 0 ip address
(lan0 Q7 RUZAHRREND)
# "addre”alia®:p (addre Z alia [CEI U TRRT D)
show lan 0 ip aliass
# Nsshsh (ssZEsICERULTRITITS)
show lan 0 ip alias (A7 Y RHREREN, KTEND)

(lan0DtEAVFUIP 7 RUADKRTEND)

13

> I)URREE R

Jl




IRV RA—Y—XHA R (V21) E

VY RSB

BEETTFORIUBRERFICHKII T, —BIRERT (s) PRERETRT (gs) ZANL. WRXFHZEER
UCRITI D EDTEET,

—BRIRIIC—HUXFIEITERSN, £ERE—HT DTN COXFIHERSNE T,
BRENRYFIBELOBRNFIOEEIFERI IV Y RXFSIEREAKTID. XKD XFICFERDNF
(@ # %. & ~. =, _1§&) ZFEATHIENTEF T, —BIRIETRT. EERIERTFOIORTERTFE
BT CHEEIDCEDNTEET,

EETDERTEEEL. UTDESDTY, JITIE RUIDXFIC [/] ZERLET,

(A BIENRXFS. B BERXFH. C:EIMIXF)

:s/A/B/ AZBIC—BIRLTHITTS

:ps/A/B/ AZBI[C—B#BLTRTT D

:s/A/B/C AZBIC—BIRL. CEEINMULTREITTD
:ps/A/B/C AZBIC—B#EL. CZENMLTHRRT S
:gs/A/B/ AZBIC2BBRULTHITTD

:pgs/A/B/ AZBIC2BRULTRTRT D

:gs/A/B/C AZB[C2BEL. CEEINULTEITTD
:pgs/A/B/C AZBICE2BL. CZEEMULTRRYT D
:s/A/ AZE—HIBRLTEITTS

:ps/A// AZ—HIFRLTRRT %

:s/AJIC AZ—HIFRL. CEEMULTEITTS
:ps/A//IC AZ—HIFRL. CZEENMLTHRTRT S
:gs/A// AZZHIFRLTRITT D

:pgs/A// AZLHRULTHRRT D

:gs/A//C AZZHIFRL. CEEMUTETTS
:pgs/A//C AZZHIRL. CEEIMULTHRRT D
's/A1/B1/:gs/A2/B2/:p | A1%ZEB1IC—BIRLIcH EIC. A2%ZB2ICEERLTRRT D

BUIRIC, RTPZERLET,

® IvVR
# remote 0 ip address local 192.168.0.1

# 11:9s/0/1/:p
remote 1 ip address local 192.168.1.1 (0% 1[C£EBIE L THRT)

#11 (BRIICETUREOY Y REBREITIT D)
remote 1 ip address local 192.168.1.1

OVY REEREECON Y FEANT DR ATHTOREBORYIDXE (L A EE) FEBIDIENTERT,
L. EREE. XRERT (p). BEOEFRIEESSUEBNXFIFEECEETEA.

14 ¥ T)UHREZEED
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F—NA Y R—B

BURIC, YD)V ZEERTDEEDF—/\A YV FERUET .

Ctrl+A A=Y V= SEFEICHEEY
Ctrl+B ~ (B =YV Ee—XFEICEEH
Ctrl+C AFIHhiR
Ctrl+D ANXFD5 B £ EE—XFHIRR
ANXEDFVNEE(EFOTF T

Ctrl+E N—VIVEKIRICHEE
Ctrl+F - G¥) A=V I E—NFEICTEE
Ctrl+G BENHTEEM
Ctrl+H BS A=V I E—NFEICEE U T—XFHIER
Ctrl+l Tab 5/ MSIRF— BT 5 IEERART 5 1 BRI
Ctrl+J Return ABET
Ctrl+K A—VIUiIEN SKikE CEEIDED
Ctrl+L EmEmER
Ctrl+M ANET
Ctrl+N I GE) RERE
Ctrl+0 BEnTEEM
Ctrl+P t GE) HIRERE
Ctrl+R ANBRT
Ctrl+T —NFHR
Ctrl+U A=Y IUIBH 5FEF CEIDED
Ctrl+W Hh—YIMiIBHh S—EEEF CELIDED
Ctrl+X H—VIIED S EEEF TZYID D
Ctrl+Y B D 313
ESC Ctrl+H ESC BS H—=VILMIBI S5—E8EBEEF TZYIDED
ESC Ctrl+| ESC TAB | B|$EHmE%T
ESC Ctrl+K A—=VILIBI S—EERF TEYIDED
ESChb h—V I e—BEEICEE
ESCf H—V I E—EERICTEE
ESCN N—VIVERIE TOXFIITIHF D .RERE
ESCP A=V VERIF TOXFIITHF 2 HIEE
ESC < RO EE
ESC > =B

&)

o Ctrl+a (&, [Ctll F— (FfclE [control] F—) ZWULIENS [a] F—ZBIEZRULTVERT,

e ESC ald. [ESC] F¥—ZEHMULTHS. [a] F—EHIEEZRLTVETD,

o WindowsZED/\A/\—F—ZFIUCIFREF— (1. |, « =) BDEULLEMELFEA. BHEabLEF—
EEALTLIEEL,

o H—ZFI)LV T rTIT P Ptelnet AN RTHERATDHE. 18D Ctrl+a DF—H AT TELEWVEEGHH D
F9, FOBE., y—=FIILVY T DT 7 Ptelnet VY ROV a7 )LZSHEU. Ctrl+a DPASITED K
SICHREZZEL TS,

15 > I)URREE R
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BMNSIRIEENRE(E

BURIC, YD)VZERT2EEICENFRBENREEZRLE I,

PROMPT 7OV 7 +3EFS

ZERZEEHIHEEE. [ (FTIWI+—b) TEHHXT,
EEULEWES. "u\p"HMEESNIcBDEHEENETT,
LT FZe=Hd L. RAULTEBERATT,

\l | EREES
\p EETOVT S (51, T#l Field T$))
\$ BEJOVIMNE (1XF)
\c  BREEBESH 20I5E(E "config2”
\C I BRERES
\u (IRIBEEUSER (OJ# VHilFERD)
\U RIBE#USER (OJF VETHER)
\h | IBIEEEHOSTNAME Ffzld sysname OfE ("." DFFIET)
\H  BRIBEEEIHOSTNAME F7zld sysname DfE
\d Bt (A8 #20)
\t (B (B4 # AZEK. 24 BSREHD)
\T (B (B4 AZaC. 12BSRSH)
\@ (BEZ) (BF 9NN AR, 12 B5R%l. NN [dam &Ffzldpm)
\\ NvIRSwoa
\ZOfth  : Z0fth
PROMPTO OJ# Vg 70O> 7 ~XF5

FEERRFBIEZEH PROMPTERILTY .,

BELFVES. BRIEZHPROMPT EEIUENMERENE T,

COLUMNS BT

BMALIZ 1U—YOEEHTHEERELF T, ENHE (OLUT. HFLSY) ZEiEETDIE. TEESNFE
ho RIZOHHERSZEEIRET DL, RPH—VIUMIBHENET,

telnet Z2ERAT H15E. OJF VIEEEY ( XZERFICY T VASOHMN EEEHSN. RIETHE
FEIREINE T, L. FNBEERERETDE, RCOJFVERFEEY A XAEEETRET. &
REZHEHAVSNET,

LINES BT

MALZ 1U—YOEETHERELF T, EHNHE (OLUT. HFLS) ZiEETdE. TEESNFE
ho BUTEIEETDE. RNPH—VILNEDENFE T,

telnet ZEAYT $15E. OJF VIEEEY ( XEEF(CY T )VABOHBNEEEHEN, RIEZHE
FEESNE T, EEL. BRIEZHERNEIT S E. RCOTFVFEFERYA XZZEEITDHIET. &

REZTHELNALSNET,
KANJI o
I REIEHAARTFCER T 5EF 11— REEELET.
SJIs : ShiftJISTEFI—R
ZNLS EUCEFI—R
bR :EUCEFO—R
USER FREE

RIBZHPROMPT D \u x> \U CERIT 2 XFIEIRELF I
HOSTNAME KA NG
BIEZHPROMPT® \h ¥ \H TEATINXHER/ELE T,
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s
it

OV RA—H—=XHA R (V21) E1E

TIMESTAMP IV RETIART
OV REXRTIBEICHANZERTTIHESHZEIBELE T,
on (/I D
yes 3.2 K)
ZnLs FRRULEW
HiIB& t /UL
IFZZRTT LS ICIEELCIES. UTORN THRZRRLTHSTIVY RERTLET,
[--BEH BHE:2:BE--] B [-BE BHRB: 5B IMLY—V F -]
NOBELL ~IVENE
UTOXRSEFZE. YTILERILVZEIBSULET,
- FIBRSCFEH (1022 %) ZBATANZETOIBES
- FIBRSZF# (1022 XF) ZRBZDUDHIEToREGS
- BSEREOFVIES
FRIFEHOIEEEICEL ST, BSHEVKSICTEFT,
yes (IBSEL
on (IS5
ENLS (18%
HiIB& 8%
HISTSIZE BT
IRV REETHEEELE T,
RAfEE 100TY, 100 LZIBEL THREEL 100{TE TICED T,
\BIEE (FUN) EEETDHE. BESNF A
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1.4

AV RTANTEDNF—R

+0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A | +B +C +D +E +F
20 ! # $  %(GE) &E) ( ) * + , - . /
30| O 1 2 3 4 5 6 7 8 9 : s <GE)Y] = |s0GE)] 7
40| @ A B C D E F G H I J K L M N 0]
50| P Q R S T u Vv w X Y Y4 [ [¥GE)| ] A _
60 a b c d e f g h i i k | m n o
70 p q r s t u v w X y z { | PorGE)

) CEADF—R—RICKOT. [¥] ORDOIC NI [ 1 ORDOIC [~] ZAHULTLZEW. T

ADY—=FILY T RDTT7PWebTSIHFICKDT. [¥] OEOOIC NI [ ] ORDODIC [~] B
KRSNBDBERHDET,

OX Y RTORERICIE. <)o 510 T&U [%] OXFFASITEXIH. Web TS ITTORENTE
ELIEDET, Web TSSO TREZITOHEF. INOONFZEFERUENKRDICOVY RCHREZEE
LTLIEE W, Ffeo OV Y RTORERIE. ["] ZADUENWTLEEW, f£lEL. ZEXFZSOXF
ZEANTBDERIC ['] THATANT DR IBRENCVDEEZRETT. TDHE. Web TS5TYT
DRENTELLIEDETT . Web TS IYTREZTOHEF. ZAXFZEFERBULEVNLSICONY RTH
EZZEEL TS,
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1.5 ERERDIEED

MR1000 OV RERESHIE [E1E BALI] (P7~) [CRKRBEEGRBAICOVWTDRESEZHALE
9. MECIHUTMRI000 VY RRESHIE [H2F AL (PE9~) ZEBICREZEMUTLIEE
Lo

ARBDREMMET UTcS. REZEBMICTHCHITI/INVAVDIRAT L7ZET U, W IAVEROEEREDE
BRZRUE T, EEBRICONDE CTERES FUERZEL IZRLZH L, FAFKBE. /Y IVDIRICERZ
BALET,

& 2B MR1000 OVY RRESFIE [HB15 BAF P7~). [F28 FAM (P59~)

CARBEICFEDIFT
. AEBEOIP7 RURAEEELLESRE. NVIVADBREEADETEELTLREL,

o XERBODIP7 RURZZEEUBESIE. telnetTIEETS IP7 RURICEFED IP7 RURAZIBELTLIEELY,
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21 ERNRZEEERTD HETD

CCTIE BRRRZEEL., EERIDICHDINY FamULE I,

21.1 FHTORZEHRITS TS

Bt e L C. FECRIfRZER VI I ENTEXT,

[OlfR7ziER Y 2

OliR7ZEER I BaD AN MIlZZERULE T,

® IVvYER
BUFIS, #f3YY RERLETD,

it tokyo L EHRZERERT D

# connect tokyo

Bz IR Y D

CiR7ZEVI T DZEDIN Y MIlZERUE T,

® ITVER
BUFIC, ffEaO~x> RZERULETD,

=it tokyo L EIRZYIHA T D

# disconnect tokyo
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BRBEEXYTFTUR

FHTLAN ZH/3E/EMETSD

FET LANZEME LT HEDTEFT,

2.1.2

LAN Z8553{Ed 3

LAN ZBN b T 2HE0 IV RElERLULET,

® I?VFR
BUFIC, #IfOVY FERULE T,

lan0ZBMELT D
#open 0

LAN Z##3{Ed D

LAN ZFE 9 2580 N Y MIlZERULE T,

® IVYVER
BURIC, ffEO~x> RZERULETD,

lan0 Z 3L T B
# close 0

213 XY PMNI—=IDEGZEHRETD

ping INY RZFEO T, IPEHRHDWMIZLLCVDNE DD ZIHERIT D ENTEXT,

® I?VFR
BUFIC, RROVY RBLUOERTRAIZERLE T,

192.168.1.100 & DIEHZIEERT B
# ping 192.168.1.100
192.168.1.100 is alive

#

21.4 VE—BM\D—FVEREEES

EfEHICH D/ Y IV DBRIRAZITOMETT . BRZRATD/\VIVE. H5D U, RA KT —FN—

ATEBRUCHLMENDDET,

® IVYVER
LURICHE DY Y RZERUK T,

FTRTCONYVIAVDEREZEAT D
# rpon all

F—HIR—ABF 2[CEREINN\YVIVDEFZIRAT S
# rpon 2

23
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2.1.5 VRRPFHEIDERUEEEZES

VRRP I)L—TD#E%Z, —FNICTUITY T hE—RDONICRESNcBODE U TEESEER T TNICKD,
TUI VT hE—RDOFFICERESNICBEEE VRRP JIL—TH, BEDNYAYIL—F K DBFEEDSWV/\v T
7w IN—FTHBHE. NAYI—FI[CREZVDRICENTEXT, BREBEVRRPI)L—TDTUIVT
hE— RO ONISERESNTCLED, BEDYAYIL—FDBEEDEIHEEEG. BXFEFINTT,

® IVYVER
IRICHONY FBEKRUORTAIZRLUE T

lan0 € VRID h'10 DVRRP J)IL—T =YD RY
# vrrpctl preempt on 0 10

vrrpctl: command accepted vrid10

#
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21.6 EREREBEERTD

BRERDERD O, EHINRZER IO ENTEXT,

® ITVER
BRICRROIRY RBRUFRRHIZRLE T,
# apstat

remote 0 ap 0

speed
send traffic
receive traffic

remote 1Tap 0

remote 2 ap 0
status
since
speed
send traffic
receive traffic

communicated time

: Internet.isp — (1)

status : connected - (2)
detail : connected - (3)
since : Oct 2 17:31:26 2002 - (4)

: 0000.00:30:03 - (5)
: 128000 bps --- (6)

: 1432 byte/s - (7)

: 10.4K byte/s --- (8)

type :HSD --- (9)

IPCP : opened --- (10)
local address 1 192.168.1.1 - (11)
DNS server : 192.168.2.5 --- (12)

IPV6CP : opened --- (13)
BCP : opened - (14)

MPLSCP : opened - (15)

: yokohama.fr0

status : connected

since :Oct 2 17:31:26 2002
speed : 64000 bps

send traffic : 2245 byte/s

receive traffic : 42 byte/s
type :FR

: kawasaki.vpn

: connected

:Oct 2 17:31:26 2002
: not available

: not available

: not available

type : IPsec/IKE
exchange type : aggressive -— (16)
IKE SA : established --- (17)
IPsec SA : established --- (18)
#

1) EEAR

BRER CRRIESNITBFR Y M= 2B RUEHRIERDFREINE T,

2) EHURRE

REDEFIRENRRINE T,
not attached : BERT B EICKDFAAT

linkoff MATALEN YO
connectable : FIEHTIREE
connected : EEHTIARE
force down : EAZEIREE
watch failed : EHt/cERIC KD BIEREERIIARE
3) EitariiRag
ISDN #E#5. PPPoE . FIEFETLERC. BRREDHENDDBEE(ICRRSNET,
BIEFERDISDN. EFLDBE | F v RIVDFMKENRREINE T,
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disc-to-sync : EICEHE TFNZEE L. UIRTIED
disc-to-idle  : BIMTALIEH
connected : EHFTIREE
callin EELIEF
alerting MEFEFUH LS
BIEFERD PPPoE DIBE : PPPoE DEHMIARENTRREINE T,
waitPADO  : PADO {5155
waitPADS - PADSZ{EEFH
connected : EEHTIARE
4) JRREBBIFZ
A VE T T —RENREDIRAEICEL U DR RENE T,
5) B@IERFE
ORI FOER TRRENE T,
dddd.hh:mm:ss CBEEE. DR
[type] HYISDN, PPPoE. ZF/cld MODEM DIBEEIFRRSINET,
&z, ISDN F7zlF PPPoE DIFEIE [status] B [connected] DEETEF. MODEMDIZEIFE [detail]l HY
[callin] A DEE(CRREINE T,
6) EERE
BHEDGEERERENRRCNET, MPOBSIFEEHEEDNRRINE T,

7) EELU—b

B¥DT—5XEL— MOFRREINFT,
8) ZEL—K

BIDT—92EL— PR REINF T,
9) WEFER

HBFVRAT LAEDBEFEIARTSNK T,

HSD  FAIR

ISDN : ISDN [E#R

FR =AU —Eig

IPv4 SIPva R RIL

IPv6 DIPVe )L

PPPOE : PPPOE

IPsec/IKE  :IPsec (IKE[C Kk iR3ci%zFIMA)

IPsec " IPsec (FEp#EREZF)A)

over lap BlA 5T 1 —R%EFH

mpls : MPLS LSP

MODEM BT LA
LT DERIG PPPZFIR L CBIET BEICBRDERRSNE T,
10)IPCP IRRE

IPVA BEDIREDRRENE T,

opened IBEARE
negotiating :RXIJ¥VI— 3/
closed CBEAT

1IPVA 7 KU
IPCPROVI—Y 3 VICK o TRESNCERIPVA T RURADRRENE T, 7 RUARXRIYI—3vh
TRAIEN D145 E(d255.255.255.255 EIED E T,

12)DNS &—)U7 kLA
IPCPRIVI—Y 3 VICK D TRESNIEDNS U—) 7 RUADRRENE T, DNSHY—/\7 RUAXRT

\y— =~

VT —Y3VPMTAIEN DIcBEE(F. 255.255.255.255 E1ED X T,
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13)IPVECP IKRE
IPV6 BIEDIREENRTRSNE T,

opened L B{SATRE
negotiating :RXIJVI—3 3/
closed DBEAR
14)BCP iRRE
TUw IBEDKRENFRINET,
opened BfEARE
negotiating :RXIJVI—3I 3/
closed DBEAR
15)MPLSCP jR#E
MPLSCP BEDIRENFRRINE T,
opened L IBEAEE
negotiating :RXJ1¥IT— 3/
closed LBIEAT

PUFDIETR(F IPsec/IKEZFB L CBET 2BEIEITRREINET,
IPsec FHIRFZEZHNAT DBERFRTINET T A
16) T E— N

IKE CORZIATE— RHAFRREINF T,

main . Main E— RZF|H

aggressive  : Aggressive E— R7ZFIH
17)IKE SAIKAE

IKE SADKENFRENET,

established : HEILEH

negotiating : FEIZH

expired HIERES

none e i A
18)IPsec SAIKAE

IPsec SADIKEEMFRRENFE T,

established : FEXIHH

negotiating  : FEIZH

expired HIBRES

none L RHENL
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2.1.7 DORBEHRZEERTS

TNZNOYEEHRICK DT BfRDFFINRZEER T ENTEX T,

® IVVFR
DRICERRINY FBEKRURRIZERLUE T,
[Cl#RFER|HY ISDN Cl#RDIZE

# lineis

line type :ISDN — (1)

dialno 0 * - (2)

dial no 1 *x . (3)

<B1ch>

channel status : connected(MP) --- (4)
call status : call-out - (5)

remote target
remote TEL no

line speed
communicated time
IPCP

negotiated IP address
DNS server address
IPV6CP

BCP

MPLSCP
send/receive traffic
<B2ch>

: tokyo.ap1 [remote 0 ap 0] --- (6)
: 4588* - (7)

: 64000 bps --- (8)

: 0000.00:00:01 --- (9)

: opened --- (10)

: 255.255.255.255 -> 255.255.255.255 --- (11)
: 255.255.255.255 - (12)

: opened - (13)

: opened --- (14)

: opened --- (15)

: 0%/0% --- (16)

channel status : connected(MP)
call status : call-out
remote target : [remote 0 ap 0]
remote TEL no : 4588*

line speed : 64000 bps
communicated time : 0000.00:00:04
IPCP : opened

negotiated IP address
DNS server address

: 255.255.255.255 -> 255.255.255.255
: 255.255.255.255

IPV6CP : opened
BCP : opened
MPLSCP : opened
send/receive traffic 1 0%/0%

#

1) ElfRER!

ISDN (ISDN EIfRFIFEH) AMRREINE T,

2) BR&ESO0

FHEBEHDERESODRRINE T, [*] LIEET T RUATT,

3) BRE&ES1

REARHDERES 1 DRRSINE T, [*] LIEEFEY T RUATT,

4) [EHRIRAE

enabling . [EIERMEIL R
synchronization failed - BERAF TIURRE
idle S FvRIVKER
disconnecting luii==
connected D BiER
connected(MP) - MP CiBfEth
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callin CF v RIVEER
alerting CAEFHEUH L

UTFDFRIE. BEH ([channel status| B [connected]) DBAREIFRREINE T,
5) Eam

call-out D REICK>TER
call-in CEEICK o> TER

6) HFRY NI—T%, EitR
ERPDOEFRY M= REERARDRRSNE T,
7) &R ES
BT DOEEESDRRINE T,
8) ElfpEE
EHPOLOIRDOEREENRTINE T,
9) BIEKE
BERBEDUTOERN TRRENE T,

dddd.hh:mm:ss CBEEE. DR
10)IPCP JR&E

opened IPv4F | HTIRE

negotiating : IPCPRI¥VI—3 3/

closed " IPvARIARATRE

THERIIPY RUA—-BFAIIP7 R X
IPCPODF FUARIYI—Y 3 VERDRRSINE T, 7 FUARTOYI—Y 3 VR U TER UICBE(E.
255.255.255.255 E1EDE T,

12)DNS &—)\U7 kL X
DNS H—/){7 RUABERTRENE T,

13)IPV6CP 1A

opened . IPveF] AT BE
negotiating : IPv6CPRr I T—3 3/
closed - IPve T RE
14)BCP iRRE
opened - Bridge #|FHRT&E
negotiating : BCPxRI¥I—I 3
closed " Bridge #] AT 8E
15)MPLS IKRE
opened . MPLS F|FHTT8E
negotiating : MPLSCPRIYI—3 3/
closed . MPLS #FARE]8E

16):X(ELIfRFERZR /ZEOIRERZR
T RERE COEIRERENRRINE T,
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ElfRIER D ERIRDBE

# lineis

line type : HSD 64Kbps - (1)

line status : connected - (2)
communicated time :0000.00:30:03 - (3)

IPCP : opened --- (4)

negotiated IP address  :192.168.1.1 -> 192.168.2.1 --- (5)
IPV6CP : opened --- (6)

BCP : opened - (7)

MPLSCP : opened --- (8)

#

1) [ElRiER!
ElRiER] (HSD) LEREREHNRRENET,

HSD 64Kbps . 64Kbps EFAR
HSD 128Kbps " 128Kbps EAHE

2) [DIRIKAE
enabling . [EIAAMEII R
synchronization failed | BIHAIE FTURER
connected EfER
disconnected S MBEERICKLDELES
idle | OiRREER

LIFOFRRE. BEF ([line status] B [connected]) DBFEDEIFTRRASNE T,

3) B\IEHE
EHRAREDLL RO TRRSNE T,

dddd.hh:mm:ss CBEEE. DR
4) |IPCPIRRE

opened . IPvA R FHOT8E

negotiating : IPCPRI¥I— 3 /M

closed " IPVARIFRAATRE

5) BRIIP7Z RUZR—BFRIPFZ KL
IPCP H¥enable DIFHE(ICF RURAR AV T —Y a3 HMERPFRRSINE T, P RURRDY I -3 vk UTE
# UIcH5(d255.265.255.255 E1EDE T,

6) IPVBCP JkEE

opened . IPveFIAATEE
negotiating : IPv6CPR IV IT—3 3 /M
closed " IPve M AT BE

7) BCPIREE
opened . Bridge #|FERT&E
negotiating : BCPRI¥YI—I3th
closed . Bridge FlJFAANET B

8) MPLSCP IREE
opened - MPLSCP#]faIaE
negotiating : MPLSCPRXI¥I—3 3tk
closed - MPLSCP#|FEAE]gE
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EHRERIN T L—LU L—0Di55

# lineis
line type
<DLCI: 16>
channel status
communicated time
remote target
remote DLCI
remote IP address
local IP address

CIR

send/receive traffic
<DLCI: 17>

channel status
communicated time
remote target
remote DLCI
remote IP address
local IP address

CIR

send/receive traffic
#

: FR 64Kbps --- (1)

: connected --- (2)

: 0000.00:30:03 --- (3)

: tokyo.ap1 [remote 0 ap 0] --- (4)
116 --- (5)

:192.168.2.1 - (6)

:192.168.1.1 — (7)

132 - (8)

:0%/0% --- (9)

: connected

: 0000.01:30:03

: machida.ap1 [remote 1 ap 0]
116

1 192.168.3.1

1 192.168.1.1

132

: 0%/0%

1) [ElRiER!

miRiER| (FR) CBEEREDRRINET,

FR 64Kbps
FR 128Kbps

C Jb—LUL— (64Kbps)
: Jb—LUL— (128Kbps)

BUINFEZR NIz DLCI B AI[CRRENE T,

2) [EIFRIREE

enabling

synchronization failed

connected
disconnected

3) BIEHE

: BRI

B TR
 E
BB & DL

B ORBEANLUTOER TRRENE T,

dddd.hh:mm:ss

LSS B

4) HFRY ND—0%2 Einkd
BRROEFR Y N — IR EERARDRRINE T,

5) 1B3FDLCI

HFDLCIARRENE T,

6) MBFRIP 7 KL X

HFRIP 7 FUABKRRSINE T,

7) BRIIP KL

BEIP 7 FUADERRENE T,

8) CIR

EFZUCCIR GREBHREE) DERRENET,

9) XEEHREME ZEMIRERR
T RERIE COLRERARNERTINET,
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EHRERINET LERDBS

# lineis

[COM]

line type : MODEM --- (1)

dialno 0 ¥ (2)

dial no 1 ¥ — (3)

line status : connected — (4)

call status : call-out --- (5)

remote target : tokyo.ap1 [remote 0 ap 0] --- (6)
remote TEL no : 4588 — (7)

line speed : 64000 bps - (8)
communicated time : 0000.00:00:01 -—- (9)

IPCP : opened --- (10)

negotiated IP address  : 192.168.1.1 -> 255.255.255.255 --- (11)
DNS server address : 255.255.255.255 - (12)

IPV6CP : opened - (13)

BCP : opened - (14)

send/receive traffic :0%/0% - (15)

#

1) [ElRER!
MODEM BERRENE T

2) BE&ESO0

HEASDERES ODRRINE T,
3) BE&ES1

HEAGDERES 1 DERRINE T,
4) BRI

enabling . [EHAREN
synchronization failed - BRAF TIURRE
idle D F v RIUARER
disconnecting YRR
connected DBEH
connected(MP) - MP CiBfgsh
callin D F v RIVAKIEA
alerting CEFFOH LA

MTOFRIE. BEF ([line status] DY [connected ) DHBATEIFRRSINET,
5) EiAm

call-out CREICK>TER
call-in CEEICK o TEsR

6) HFRY hD—TR, Eikd
EiRPOEFRY hD—IRZEERERDRRIINET,
7) B ERES
BREOBEESDHRRINT T,
8) [OlfRRE
EHPOLOROERRENRRENE T,
9) HIEHRE
BERBEDALUTOERX TCRREINET T,
dddd.hh:mm:ss = s
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10)IPCP XRE

opened - IPv4F]FEA]BE
negotiating : IPCPRXIOYI— 3
closed - IPV4AF]HATIAE

TBERIPY RUR—EFAIIP7 KU X
IPCPD7 RUARAY I —Y 3 VERNERRSINE T, 7 RURRIVI— 3 VU TER UIEBAIE.
255.255.255.255 ~1EDFE T,

12)DNS &—/)\7 RL R
IPCPDDNS H—/\7 RUAR YT —Y 3 VIERHFRRSINE I DNSH—/\P RURARIVI -3
U CER UciEa(d, 255.255.255.255 S 18D £ T,

13)IPV6ECP $kEBE

opened - IPv6 ]I AE
negotiating : IPv6CPR IV IT—3 3/
closed . IPv6Fl) A T]8E

14)BCP ikAE
opened . Bridge #]FEaI 88
negotiating : BCPxRI¥I—3mn
closed . Bridge #|FHE]gE

16) XS OIFRFERR /ZECHRERZR
T RERIETDERRMERRNRRENE T,
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2.1.8 REFRCTEANRNRZHERTD
AEBOBRERAUTHSBAZTO. ISONEIRICNT BRENMAERRT 5T LN TEET,

@ IJvVFR
BUFIC, RROVY FBLUOERRAIZERLE T,
REMEERZERRIT 255 (d EBER)

# isdnstat -d

[wan 0]

total time for callout = 0000.00:03:04 --- (1)

total charge =10 --- (2)

peek time remote = internet.ISP-1 --- (3)
time = 0000.00:02:57 - (4)
charge =10 --- (5)

peek charge remote = internet.ISP-1 - (6)
time = 0000.00:02:57 --- (7)
charge =10 --- (8)

last remote = intranet.OFFICE-I --- (9)
time =0000.00:00:07 --- (10)
charge =0 - (11)

#

1) REBERORBERENUTOERX TRRSINET,
dddd.hh:mm:ss CHEEE. .

2) $EREER

3) REEREOEFZ

4) RREGROEGEBONUTNOERX CRRSNETD,
dddd.hh:mm:ss CH¥EE. o

5) REEGRFOREER

6) BREEEFOEFE

7) REREROEGREDPUTOERL CTRRSNETD,
dddd.hh:mm:ss CHE EE .o P

8) BEEEIFDREEE

9) RRIEFIBOIEFZ

10) RIEEIOBRIEBR DU TNOERX CRRSNET,
dddd.hh:mm:ss I = 5 e I )

M) RIEGEISOEEEA

BFCEOT I BEREMEBTRZRT I DHE (- BER)

# isdnstat -r

remote ap charge time

mn @06 @
00 10 0000.00:02:57
10 0 0000.00:00:07

1) BFERES

2) BRAERES

3) FEDEETEE

4) BHROGERFEAUTOER TERREINET,
dddd.hh:mm:ss CBEEE. DR
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219 FyRIGEHEHRZEHERTSD

ISDN D5 ([CEiRERDERZEE T D ENTEXT,

® JOVvVR

IR, RONYY RBLURBIZRUET,
# isdnstat -D
[wan 0]
call setup count =2 — (1)
call busy count =0 - (2)
call error count =0 - (3)
called accept count =0 - (4)
called reject count =0 --- (5)
#

1) FEEDEE

2) BA—HEY—(CRo>TREFRKLIEEE

3) BA—TEY—LISNDIMBEH TRERK U@
4) BEEDLOE

5) BIEZEA LB
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2.1.10 FYTL— MEEBRERRTS

TUTL— NEGEDBERE. BLUMEHERZER I DN TEXT,

® J?YEK

BUFIC, RROVY RBLUOERRBIZERLE T,
A VI TIT-ACEDBEREZRTITD5HE (HIEER)

# tempstat -i
[Template 0]
Number of interfaces

status
detail
since
communicated time
speed
send traffic
receive traffic
type
IPCP
local address
DNS server
IPV6CP

[Template 1]
Number of interfaces

rmt40(user id:sayama-5b)
status
detail
since
communicated time
speed
send traffic
receive traffic
type
IPCP
local address
DNS server
IPV6CP
#

rmt30(user id:kawagoe-1)

: Active: 2, Free: 8 -—- (1)

- (2)
: connected - (3)
:connected - (4)

: Aug 26 10:52:46 2004 --- (5)
: 0000.00:30:03 --- (6)

: 128000 bps - (7)

: 1432 byte/s — (8)

: 10.4K byte/s - (9)

:ISDN --- (10)

:opened --- (11)

:192.168.1.1 --- (12)
:192.168.2.5 - (13)
: opened --- (14)

: Active: 2, Free: 6 — (1)

- (2)

: connected --- (3)

: connected - (4)

: Aug 26 10:52:16 2004 --- (5)
: 0000.00:29:33 --- (6)
: 128000 bps --- (7)

: 1032 byte/s --- (8)

: 10.2K byte/s - (9)
:ISDN --- (10)

: opened - (11)
:192.168.1.2 — (12)
:192.168.2.6 — (13)
: opened - (14)

1) TV IU—=bhTEFRNESNcA 2T T T —ADERAREHNERRENE T,

2) BEERE

AVITI—ABBIUBE UCEREDI—T D BRRENKT
BREELIFWCTEIE UTBE(1E—1Y ID [ unknown DRRENE T ) o

3) EHURRE

BRAEDERRENRRENE T,

ERRURRR

connected

4) HEiEFIARE

EHUREOFlN D B E(ICRRSNE T,
BEFERDISDN DS | F v RILOFFHRENRRINE T,

disc-to-sync

CERPICERETNZRLE U, YIRS
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5)

6)

7)

8)

9)

disc-to-idle  : YIRALIREG
connected  : IEHTIKRE

IREEBFZ

[status] DMREDIREEICEL UTERZIDTRRENE TS

BEHE

EHRIRREDU FDEX CTRREINEF T,

dddd.hh:mm:ss e b S s e

ISDN D& (& [status] DY [connected] DEFICTEIFRRSNE T,
GIXEE

BEDGEREDNRRSNET. MPOBESIFEEHEREDNTRRINET,
EEL—

BIDT =X EL— FORREINE T,

2ELV—K

BMDT—YRIELV— MIRRSNE T,

10)BEFKR

BFVAT LEDBEFRNTRINE T,
ISDN : ISDN [El#R

T DIERIE PPPZMA L CRIEY D5 EICBRDRRENE T,
11)IPCP IRRE&

IPVABIEDRENRTRSNE T,

opened BIETTEE
negotiating :RXJ¥I—3/H
closed DBEAR

12)IPva 7 R X
IPCPROVI—Y 3 VICK o TRESNCBRIPVA Y RURADRRENE T, 7 RUARIYI—23vh

TATEN D113 E(d255.255.255.255 E1ED F T,

13)DNS I—/7 KX
IPCPRIVI—Y 3 VICK D TRESNIEDNS U—/ 7 RUAWRRENK T, DNSHY—/\7 RUART

VI—Y3aVPMTRIEN DfHBE(F, 255.255.255.255 L1ED KT,

14)IPV6CP IREE

IPV6 BIEDIREENRTRSNE T,

opened BSAlEE
negotiating :RIVI— 3/
closed BfEAT
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T V7 U— NEEDHEHERZERTR T 2155 (SEER)

# tempstat -s
[Template 0]
pooled interface
accept count
reject count
total time

peek time

last time

[Template 1]
pooled interface
accept count
reject count
total time

peek time

last time
#

= rmt30-rmt39 - (1)
=2 - (2)
=1 - (3)
=0000.00:13:04 --- (4)
=0000.00:12:57 --- (5)
0000.00:00:07 - (6)

rmt40-rmt37 --- (1)
=5 --- (2)
=2 - (3)
=0000.00:19:14 --- (4)
=0000.00:10:17 - (5)
=0000.00:00:13 --- (6)

1) TYTU—hEECTHERATDITFHNA T TT—A

2) EERIEE

3) EEEAOH

4) SRR

5) RREMFOERGRE
6) RIS DE A
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2.1.11 LANA Y9I 1—RA EHREER TS

LANA 25T T — A DIERZHRIT D ENTEX T,

® IYvVR
IFIC, FRIONY FBKLUERRFZRULE T,
# laninfo
lan0 --- (1)
status tup - (2)
since : Mar 6 20:59:30 2003 - (3)
type :normal - (4)
* master port :mb, line0 (LinkUp, 100Mbps, FullDuplex)
(5) (6) 7 (8
since : Mar 6 20:59:30 2003 - (9)
lan1
status jup
since : Mar 6 20:59:29 2003
type : normal (vlan bound from: lan3)
(10)
* master port :mb, line1 (LinkUp, 10Mbps, HalfDuplex)
since : Mar 6 20:59:29 2003
backup port :mb, line0 (LinkUp, 100Mbps, FullDuplex) --- (11)
since : Mar 6 20:59:29 2003
lan3
status up
since : Mar 6 20:59:29 2003
type :vlan (VID=1, Priority=0)
(12)
* master port :lan1 (LinkUp)
since : Mar 6 20:59:29 2003
lan4
status : not attached
#
1) LANES
2) LAN (DIREE
up Bk
down D RENME

not attached

L BRERMEICE DT, EBMELTLEL

3) KEEBRE

A V5T T = ARENRFEDRRECE L LRI DRREINE T,
4) LAN DFESE

normal CEBDLANA VY TIT—R

vlan VLANAHT1—2R
5) EfEhOR— b

*5C5 CmUER T LANR— BNy 77w THEEZEA UEWEE(E. BIC master IR— Mg g C&(T7F

DEI,
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6) M— b
master port . master/i— I~
backup port  backup 7—
LANR— N\ O 77w THEEZ BRI 2 BAILITRRENE T,
7) FIAT2YIELOE
LAN A V5 T 1 —ADBEIF. EIEDLAN A VT T —XAZHRRRINET,
8) [CIFRDIKAE
VLAN A V5 T 1 —ADBE(F. BHEEDOYEA > 5 T T —AD LinkUp/LinkDown JREEFE (TR NZE T,
9) REEEBRE
[EIHRD LinkUp/LinkDown JKREDY. IRTEDIRREICEL UTERAINRRSINE T,
10)VLAN|BE#R
VLAN DHSEE U GEIRSNTOVDYIELANA V5 T T —ADBEIF. EDVLANA VT T T —AWHH
HEIBIRSN TV D DBERRSNE T,
11)LAN /Cy O 7w TiEER
Ny o7y TiIR—bDIBRTYT . LANIR— By Iy THEEEDFRIEITRRESNE T,
12)VLAN|B#R
VLAN E UCTERSNTVRA VI T T —ADBEIE. VLAN ID. TS5AFUT 4 BARRENK T,
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2112 YAFLOJ%ERTH

BT P EGBEOBREE 2RI H LN TEE T BELS—PEBEREDRRAZHOFHNDICEDET,
® IVVFR

BUFIC, RROVY RBLUOERTRAIZERLE T,

# dsplog
Nov 13 09:12:20 init: system start up now.

Nov 13 09:25:32 protocol: [lan0] connected - to internet by forwarding packet

Nov 13 09:31:29 protocol: [lan0] disconnected - to internet : time=0000.00:05:57
#

ML TMR1000 XvtE—Y&] Z2RBU TS0,
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2.1.13 IPHREHBRERSRTS

EiR7ZzNT UIaBE0 70 S )L EDONRZH#ER T D ENTEEX T,

® J7?VFK
BIRIC, RRONY RBRUERRAIZRULETD,
# netstat -s
tep: -— (1)

95 packets sent
90 data packets (16322 bytes)
0 data packets (0 bytes) retransmitted
0 resends initiated by MTU discovery
4 ack-only packets (1 delayed)
0 URG only packets
0 window probe packets
0 window update packets
1 control packet
156 packets received
87 acks (for 16322 bytes)
1 duplicate ack
0 acks for unsent data
72 packets (103 bytes) received in-sequence
0 completely duplicate packets (0 bytes)
0 old duplicate packets
0 packets with some dup. data (0 bytes duped)
1 out-of-order packet (0 bytes)
0 packets (0 bytes) of data after window
0 window probes
0 window update packets
0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
0 connection requests
2 connection accepts
0 bad connection attempts
0 listen queue overflows
2 connections established (including accepts)
1 connection closed (including 0 drops)
1 connection updated cached RTT on close
1 connection updated cached RTT variance on close
0 connections updated cached ssthresh on close
0 embryonic connections dropped
87 segments updated rtt (of 88 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts
0 connections dropped by persist timeout
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
76 correct ACK header predictions
66 correct data packet header predictions
udp: - (2)
151 datagrams received
0 with incomplete header
0 with bad data length field
0 with bad checksum
0 dropped due to no socket
74 broadcast/multicast datagrams dropped due to no socket
0 dropped due to full socket buffers
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0 not for hashed pcb
77 delivered
0 datagrams output
ip: - (3)
307 total packets received
0 bad header checksums
0 with size smaller than minimum
0 with data size < data length
0 with ip length > max ip packet size
0 with header length < data size
0 with data length < header length
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped after timeout
0 packets reassembled ok
307 packets for this host
0 packets for unknown/unsupported protocol
0 packets forwarded
0 packets not forwardable
0 redirects sent
95 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented
0 fragments created
0 datagrams that can’t be fragmented
0 tunneling packets that can’t find gif
icmp: - (4)
0 calls to icmp_error
0 errors not generated ‘cuz old message was icmp
0 messages with bad code fields
0 messages < minimum length
0 bad checksums
0 messages with bad length
0 message responses generated
igmp: - (5)
480 messages received
0 messages received with too few bytes
0 messages received with bad checksum
35 membership queries received
0 membership queries received with invalid field(s)
185 membership reports received
0 membership reports received with invalid field(s)
7 membership reports received for groups to which we belong
139 membership reports sent
ipsec: -- (6)
0 inbound packets processed successfully
0 inbound packets violated process security policy
0 inbound packets with no SA available
0 invalid inbound packets
0 discard inbound packets by interface down
0 inbound packets failed due to insufficient memory
0 inbound packets failed getting SPI
0 inbound packets failed on AH replay check
0 inbound packets failed on ESP replay check
0 inbound packets considered authentic
0 inbound packets failed on authentication
0 inbound packets considered authentic(ESPinAuth)
0 inbound packets failed on authentication(ESPinAuth)
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0 outbound packets processed successfully
0 outbound packets violated process security policy
0 outbound packets with no SA available
0 invalid outbound packets
0 outbound packets failed due to insufficient memory
0 outbound packets with no route
0 ipsec queue overflows
pim: --- (7)
36 messages received
432 bytes received
0 messages received with too few bytes
0 messages received with bad checksum
0 messages received with bad version
0 data register messages received
0 data register bytes received
0 data register messages received on wrong iif
0 bad registers received
0 full checksum registers received
0 data register messages sent
0 data register bytes sent
ip6: - (8)
0 total packets received
0 with size smaller than minimum
0 with data size < data length
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped after timeout
0 fragments that exceeded limit
0 packets reassembled ok
0 packets for this host
0 packets forwarded
0 packets not forwardable
0 redirects sent
6 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented
0 fragments created
0 datagrams that can’t be fragmented
0 packets that violated scope rules
0 multicast packets which we don’t join
Mbuf statistics:
0 one mbuf
0 one ext mbuf
0 two or more ext mbuf
0 packets whose headers are not continuous
0 tunneling packets that can’t find gif
0 packets discarded due to too many headers
0 failures of source address selection
0 forward cache hit
0 forward cache miss
icmp6: --- (9)
0 calls to icmp6_error
0 errors not generated because old message was icmp6 error or so
0 errors not generated because rate limitation
Output histogram:
multicast listener report: 5
neighbor solicitation: 1
0 messages with bad code fields
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0 messages < minimum length
0 bad checksums
0 messages with bad length
Histogram of error messages to be generated:
0 no route
0 administratively prohibited
0 beyond scope
0 address unreachable
0 port unreachable
0 packet too big
0 time exceed transit
0 time exceed reassembly
0 erroneous header field
0 unrecognized next header
0 unrecognized option
0 redirect
0 unknown
0 message responses generated
0 messages with too many ND options
tcp6: —— (10)
0 packets sent
0 data packets (0 bytes)
0 data packets (0 bytes) retransmitted
0 ack-only packets (0 delayed)
0 URG only packets
0 window probe packets
0 window update packets
0 control packets
0 packets received
0 acks (for 0 bytes)
0 duplicate acks
0 acks for unsent data
0 packets (0 bytes) received in-sequence
0 completely duplicate packets (0 bytes)
0 old duplicate packets

0 out-of-order packets (0 bytes)
0 packets (0 bytes) of data after window
0 window probes
0 window update packets
0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
0 connection requests
0 connection accepts
0 bad connection attempts
0 connections established (including accepts)
0 connections closed (including 0 drops)
0 embryonic connections dropped
0 segments updated rtt (of 0 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts
0 connections timed out in persist
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
0 correct ACK header predictions
0 correct data packet header predictions
0 PCB cache misses

udp6: - (11)

0 packets with some dup. data (0 bytes duped)
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#

0 datagrams received

0 with incomplete header

0 with bad data length field

0 with bad checksum

0 with no checksum

0 dropped due to no socket

0 multicast datagrams dropped due to no socket
0 dropped due to full socket buffers

0 delivered

0 datagrams output

ipsec6: --- (12)

0 inbound packets processed successfully

0 inbound packets violated process security policy

0 inbound packets with no SA available

0 invalid inbound packets

0 discard inbound packets by interface down

0 inbound packets failed due to insufficient memory
0 inbound packets failed getting SPI

0 inbound packets failed on AH replay check

0 inbound packets failed on ESP replay check

0 inbound packets considered authentic

0 inbound packets failed on authentication

0 inbound packets considered authentic(ESPinAuth)
0 inbound packets failed on authentication(ESPinAuth)
0 outbound packets processed successfully

0 outbound packets violated process security policy
0 outbound packets with no SA available

0 invalid outbound packets

0 outbound packets failed due to insufficient memory
0 outbound packets with no route

0 ipsec queue overflows

1) TCP#REtIER
2) UDP {7515

3)
4)
5)
6)
7)
8)
9)

IP RSB
ICMP#fEET1E#R
IGMP #7515
IPSEC &R

PIM 5 T1E%R
IP6#REHETR
ICMP6 #iist1ETR

10)TCP6 fRistIEHR
11)UDPS #fisH1ER
12)IPSECS6 #ist15%k
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2114 =T« VI BHRERITD
W—T 4 VI EREERITDCENTEFRTD,
® IYvVR
RIS, #ROANY RBKOERRBIZRUET,
# netstat -r
Routing tables
Internet:
Destination Gateway Flags Netif Expire
(O] @) 3) @ (&
default 10.232.77.1 UGSc lan1
10.232.77/24 link#2 ucC lan1
10.232.77.1 0:a0:de:1:c1:19 UHLW lan1T 1195
10.232.77.24 0:80:17:88:3:68 UHLW lan11 195
127.0.0.1 127.0.0.1 UH 00
192.168.1 link#1 uc lan0
224/4 127.0.0.1 UGS 00
Total Routing Tables 1 - (6)
Total ARP Tables 2 --- (7)
Internet6:
Destination Gateway Flags Netif Expire
=1 =1 UH 100
fe80::%lan0/64 link#1 ucC lan0
fe80::%lan1/64 link#2 uc lan1
fe80::%rmt0/64 link#11 ucC rmt0
fe80::%rmt1/64 link#12 ucC rmt1
fe80::%100/64 fe80::1%l00 ucC o0
ff01::/32 21 U o0
ff02::%lan0/32I ink#1 ucC lan0
ff02::%lan1/32 link#2 ucC lan1
ff02::%rmt0/32 link#11 ucC rmt0
ff02::%rmt1/32I ink#12 ucC rmt1
f02::%100/32 fe80::1%Il00 ucC o0
Total Routing Tables 0 --- (6)
Total NDP Tables 0 - (8)
#
1) v NI—=OFEIFRA SDHTHIP KLU
2) HTERT—bTTAIPTP RUA
3) BIRIER=ZEBICFREEZRT IS
TSTDFMEMTITRUED,
1 =T VI TSI [CTRESNS O
2 =TT #I(CTHRESND ORI
3 =T IT7T0#3([CTRESND 7O
B TEEIND/I\T v~
b J0O—RFrv AP RURAZERIZY DIEE
C UL ZERT D
C EAEFIC. O NJLERDHF UWREZERN T D
D D USA LD MK THBICEM I NIREE
G =T AREICKDPMENES UL TVDEES
H CIRA BRIV RY (CNBSHERY KT —2)
L D7 RURERZEEE ST O NHIEHE RUA
a7 BRENRZEET S HRIT D
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UL LT MK THICEESND
D BEATBEIOR A hEElF®R Y hD—2
CRITAVII—

L {FFAPTRERRES

L 70— UIfERE UTER S NUITHRES
D EBD daemon KO LD S UV O 7 RUREREITS
4) BRAVIITT—R

5) HREEWES COIREE #

6) =T+ IT—TJILIV MUK

7) ARPF—TJ)LI> hUH

8) NDPF—TJILI > hUH

X scwxnmzg

CARBEICREDIIT
IPv6 @ Neighbor ¥+ w1 T hUDEKXIEL 2000 T, EL. BEDOTHONRSEERE LTHHETNZTY
RUBZENET, ZOsH. LAN CEEES TEDHRMEICORABLDIELERESHEDET,
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2115 A V97 1—RAISHERRTD
AT I —RERZERT D ENTEFT,
® IYvVR
RIS, {®ROANYY RBKRUERRBIZRULET .
# netstat -i
Name Mtu Network Address Ipkts lerrs  Opkts Oerrs
Mm@ B @ (5) () (7) (8) (9)
lan0 1500 <Link#1> 00:00:0e:f1:00:60 487 0 67 0
lan0 1500 10.232.78/24 10.232.78.147 487 0 67 0
lan0 1500f €80::/64 fe80::200:eff:fef1:60487 0 67 0
lo0 16384 <Link#52> 0 0 0 0
lo0 16384 fe80::/64 fe80::1 0 0 0 0
lo0 16384 ::1/128 =1 0 0 0 0
lo0 16384 127 127.0.0.1 0 0 0 0
#
1) %Rl
2) AT—5X
ZEIDOHEIC #* B DTS B D(Fdown, ZNLAD up TT,
3) MTUE
4) 2w RD—=I0BRUOY TRy hYRD
5) UE—K7Z KRR
6) AN\ b
7) ANIS—/Urw b
8) HH/\Tw b
9) HATIS—)Urw M
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2.1.16

IPsec [BERZtESR I D

IPseclEFR T D ENTEFT,

® IVvUR
BUFIC, RROVY FBLUOERRAIZERLE T,

(11

(2]

(3]

(4]

#

(1]

(2]

# ipsecstat ipsec

Remote Name(ISP-0), rmt0, ap0
Side(Initiator), Gateway(192.168.2.1, 192.168.1.1), OUT

Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=171237444(0x0a34e044)
Created(Apr 26 17:59:03 2004), NewSA(23040secs, 3276Kbyte)
Lifetime(28800secs), Current(332secs), Remain(28468secs)
Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)

Remote Name(ISP-0), rmt0, ap0

Side(Initiator), Gateway(192.168.1.1, 192.168.2.1), IN

Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=181913669(0x0ad7c845)

Created(Apr 26 17:59:03 2004), NewSA(23040secs, 3276Kbyte)
Lifetime(28800secs), Current(332secs), Remain(28468secs)
Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)

Remote Name(ISP-1), rmt1, ap0
Side(Initiator), Gateway(2001:db8:1111:2::66, 2001:db8:1111:1::66), OUT
Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=171237446(0x0a34e046)
Created(Apr 26 17:59:03 2004), NewSA(23040secs, 3276Kbyte)
Lifetime(28800secs), Current(332secs), Remain(28468secs)
Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)

Remote Name(ISP-1), rmt1, ap0

Side(Initiator), Gateway(2001:db8:1111:1::66, 2001:db8:1111:2::66), IN
Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)
Status(mature), Spi=181913671(0x0ad7c847)

Created(Apr 26 17:59:03 2004), NewSA(23040secs, 3276Kbyte)
Lifetime(28800secs), Current(332secs), Remain(28468secs)
Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)

# ipsecstat isakmp

Destination(192.168.1.1.500), Source(192.168.2.1.500), rmt0
Cookies(2ee33635dcc2a837:ece2a45bc12889ef)
Side(Initiator), Status(ESTABLISHED), Exchangetype(AGGRESSIVE)
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)
Created(Apr 26 17:59:03 2004)
Lifetime(86400secs), Current(10secs), Remain(86390secs)

Destination(2001:db8:1111:1::66.500), Source(2001:db8:1111:2::66.500), rmt1
Cookies(6ee33635dcc2a837:dce2a45bc12889ef)

Side(Initiator), Status(ESTABLISHED), Exchangetype(AGGRESSIVE)
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)

Created(Apr 26 17:59:03 2004)

Lifetime(86400secs), Current(10secs), Remain(86390secs)
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IPsec SA/SPD &%k

1 @

M 3
)
(10)
(14)
(16)
(18)

1)

[11 Remote Name(ISP-0), rmt0,ap0

(5) (6)

[1] Destination(192.168.2.20/24), Source(192.168.1.10/24), rmt0,ap0

(4) (5) (8)

Side(Initiator), Gateway(192.168.2.1, 192.168.1.1), OUT

(® 9

Protocol(ESP), Enctype(des-cbc), Authtype(hmac-md5), PFS(modp768)

11 (12) (13)

Status(mature), Spi=171237444(0x0a34e044)

(15)

Created(Sep 29 17:59:03 2001), NewSA(23040secs, 3276Kbyte)

(17)

Lifetime(28800secs), Current(332secs), Remain(28468secs)

(19) (20)

Lifebyte(4096Kbyte), Current(2528Kbytes), Remain(1568Kbyte)

(22) (23)

1) IPsec SA/SPD XRR&E=S

2) IPsec WREXBD=R W b TJ—2% (IPsec WREE N any4 Eiz(dany6 DIHE)
3) IPsec RBTHIP 7 FL R (IPsec MREEDIEEN D HIHFE)

4) IPsec WHRKIETTIP 7 R A (IPsec WREHDIEEN D DHE)

5) IPsec WRXRBDA >V F T T —RH

6) IPsec MRXEDERELCRES

7) RV I—v3avPAR

Initiator
Responder
Manual

8) IPsec WR/I\T W hetFa17 7+ 27T OEETIP 7 RUABLUDTHEIP 7 FUR (KEtY

>3v)

9) RUZDAME

ouT
IN

A ZVI—H

CURRS

| FENRESTE

13) .~ (7).~ (18) ./ (21) / (23) [F. — CHRRINET.)

L HAARUY
CATRARUY

10)FERTHEFa U« 7O
THES7ILIUX A
12)88aE 7 )L X L

13)DH U IL—7

14)1Psec SA DIKKE

larval
mature

dying

. IPsec SAERHUIARE (RO T — 3 /HDIREE
. IPsec SAYERSE TIREE (ROYIT—3 3 M5 T U, IPsec SADYYER S 1o ikEE
I SADEHEER (softtime) (TELEUIREE

¥ |IPsec BEICERASNADDIE. mature F/cld dying DIRRED IPsec SAETFDF T,

15)SPI{E

16)IPsec SA{ERLEE (¥

17)IPsec SA DEHZFIAT S () BKrUEM/Uv hE (F0O/N/ )
18)IPsec SAGXIEE (#)

19)IPsec SAERN O DIXERRE ()

20)IPsec SA HIBRE TOIXERRE ()

21)IPsec SAER/ T w hE (FO/NA )
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22)IPsec SATERND D DERX/ (A b (F0O/8A )

HEs  BBSE EREHER D/ Ty MRODRE
Yoalisi L ESE FRELRID/ T MRDSRET

23)IPsec SAHIBRE TDFR/ A hEL (F0/NA b)

ISAKMP SA 153k

[1] Destination(192.168.1.1.500), Source(192.168.2.1.500),rmt0

1M @ (3) (@)
Cookies(2ee33635dcc2a837:ece2a45bc12889ef)
(5)
Side(Initiator), Status(ESTABLISHED), Exchangetype(AGGRESSIVE)
(6) (7) (8)
Enctype(des-cbc), Hashtype(hmac-md5), PFS(modp768)
(9) (10) 1)
Created(Sep 29 17:59:03 2001)
(12)
Lifetime(86400secs), Current(10secs), Remain(86390secs)
(13) (14) (15)

1) ISAKMP SARTES

2)
3)
4)
5)
6)

7)

ISAKMP & TS IP 7 RLX
ISAKMPIX{ETT IP 7 R X
IPsec WREXBDA 5T T—R%
27 wF— (Initiator:Responder)
ROAVI—y3avgA R
Initiator CAZVI—H
Responder : LARE
ISAKMP SADx O I —3 3 VIkRE
MSG1RECEIVED ./ MSG1SENT /" MSG2RECEIVED . MSG2SENT . MSG3RECEIVED ./ MSG3SENT .
MSG4RECEIVED
. Phase1 DRIV I — 3 /thDikRE

ESTABLISHED " Phasel DRIV I— 3 Vh5e 7 UIcikEE
EXPIRED " ISAKMP SATEZRDHEIFRES

8) XI|E—NR
BASE " Base E— K (RHYHR—K)
MAIN i Main E— R
AUTH ONLY © Authentication Only E— R GRYHR—K)
AGGRESSIVE : Aggressive E— R

9) BES7ILIURXL

10)EREE 7 )L X s

1M)DHI)IL—T

12)ISAKMP SA fERBSRS

13)ISAKMP SA G257
14)ISAKMP SA{ERLH S DB ()
15)ISAKMP SA BIFRE COEEREE ()
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2.1.17 IKE#RETESREZEERT S
IKERIVI— 3>\ y MOWEHEREESR T D ENTEE T,

® IVvUR
BUFIC, RROVY FBLUOERRAIZERLE T,

# ikestat
received isakmp packet:
0 isakmp packet received error - (1)
0 total isakmp packet received --- (2)
0 invalid IP address --- (3)
0 invalid ISAKMP header --- (4)
0 invalid ISAKMP packet - (5)
0 possible attack - (6)
received isakmp packet exchange type:
0 Base Exchange --- (7)
0 Identity Protection Exchange --- (8)
0 Authentication Only Exchange --- (9)
0 Aggressive Exchange --- (10)
0 invalid Security Association - (11)
0 invalid Key Exchange - (12)
0 invalid Identification --- (13)
0 invalid Certificate - (14)
0 invalid Certificate Request --- (15)
0 invalid Hash - (16)
0 invalid Signature --- (17)
0 invalid Nonce - (18)
0 invalid Notification --- (19)
0 invalid Delete --- (20)
0 invalid Vendor ID --- (21)
0 invalid Next Payload type - (22)
0 Informational Exchange - (23)
0 Notification - (24)
0 No Proposal Chosen --- (25)
0 Initial Contact - (26)
0 others Notify Message --- (27)
0 invalid Notify Message type - (28)
0 there is no valid ISAKMP-SA - (29)
0 invalid Security Association
0 invalid Key Exchange
0 invalid Identification
0 invalid Certificate
0 invalid Certificate Request
0 invalid Hash
0 invalid Signature
0 invalid Nonce
0 invalid Notification
0 invalid Delete
0 invalid received delete message -—- (30)
0 invalid Vendor ID
0 invalid Next Payload type
0 Quick Mode Exchange --- (31)
0 there is no valid ISAKMP-SA - (32)
0 invalid Security Association
0 invalid Key Exchange
0 invalid Identification
0 invalid Certificate
0 invalid Certificate Request
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0 invalid Hash
0 invalid Signature
0 invalid Nonce
0 invalid Notification
0 invalid Delete
0 invalid Vendor ID
0 invalid Next Payload type
0 New group Exchange --- (33)
0 Acknowledged Informational Exchange --- (34)
0 invalid Exchange type - (35)
sent isakmp packet:
0 isakmp packet send error --- (36)
0 total isakmp packet sent --- (37)
sent isakmp packet phase1:
0 isakmp phase1 packet resent --- (38)
0 phase1 give up — (39)
sent isakmp packet phase2:
0 isakmp phase2 packet resent --- (40)
0 phase2 give up --- (41)
sent isakmp packet information:
0 No Proposal Chosen - (42)
0 Initial Contact --- (43)
0 others Notify Message --- (44)
others:
0 phase1 count > phase1_max --- (45)
0 encrypting failed --- (46)
0 decrypting failed --- (47)
0 failed to create inbound IPsec SA --- (48)
0 failed to create outbound IPsec SA --- (49)
0 IKE SA information no entry -—- (50)
0 IPsec SA information no entry - (51)
0 shared key no entry --- (52)
0 IPsec remote interface Down --- (53)
0 invalid remote address - (54)
0 invalid local address --- (55)
0 failed to allocate buffer --- (56)
0 other --- (57)

#

1) Ty bREIS—H

2) 25/ v hOBEE

3) FERPIKIP 7 R RAREH

4) FEEHIEISAKMP N\ % {E%

5) FERNIEISAKMP /N v SAEEL
6) BERBICHUTCHELUTWLWDEEDNS /Ty hDORIER
7) Base ZIRZHEH

8) ldentity STHREZEEY

9) Authentication Only 3HRSHE$

10) Aggressive 3IBHEE
11)SANA O— REEREE

12) BTN A O— RRERIE
13)ID X O— RE2SKRHE
14)FIBEE R A O— NSRBI
15)FEBEE RN A O— RZAEREE
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16)/\w ¥ a4 O— RHEREE
17)BRNA O— RRAEREH
18)Nonce R+ O— RHEREE
19)BHINA O— RRASREE
20)BIBRR A O— R2ERBEN

21NV F IDRA O— RZSREBEL
22)FENTENRA O— N5 A TREH
23)Informational 3THRZ2E%

24)BHINA O— RZEH

25)SA Proposal B2 (F AN SIUEVEII X v T—IREH
26)#)HTD SATEILBHIA v £—IZEH
27)ZDMDBHIX v T—IZEH

28) FEMTLBAIA v T— I DREH
29)ISAKMP SA D) Informational 253
B0)HEINIFHIBR A v — I REH

31)Quick Mode {E%¢

32)ISAKMP SA B 7KLY Quick Mode S2E#
33)New group Mode 3534
34)Acknowledged Informational 32{5%8
35) EMFTIRE— NREH

36))\ Ty MEEIS—#

INXEEF/I\T w bDEFTHE

38)Phase1 /) w NEEH

39)Phase1 XYV T — 3 VKE#
40)Phase2 /v NEIEEL

41)Phase2 xR IV T —3 3 VKRB
42)SA Proposal B2 ([T AN SEL BRI X v T— VX ER
A3)FNH T D SAHEILBRIA v T—VEEH
44)ZDMOBHIA v E— DX EH
45)HBANTD ISAKMP SA RAKGBIEH
46)ISAKMP )X w SNBSS {ERBEL
47)ISAKMP )W w MES{LRBEL
48)% 5 IPsec SATERIRHENL

49)3%(=M IPsec SATERCBEEL

50)IKE SA |BRIRZRAHE

51)IPsec SA [BHIRZRF L

52) HAERIGTREM

53)IPsec FIfEFIBHR 7 0 L ARA >~ NOfgEARRs = I IT—> 3 rhiE#
S54)FBFRENIP 7 KLU ARNEH

55)BMI IP 77 RUAARIEH

56) RIS KB

57)ZDMDI>—H

55 ERRRZEET S TR D



ERBEEAYTI VR

I
N
1t

%Y RI—H—ZHA K (V21)

2.1.18 IKEA4 V97 1 —AREtEHRZHR TS

UE—h - A VI TT—ATED KEFEHERERRT BT ENTEFT,

® IYvVR

PRICERRIONY RBKUERRAIZRUE T,
# ikestat -i

[rmtO0]: --- (1)

0 total Phase1 packet received --- (2)
0 invalid Payload - (3)

0 total Phase1 packet sent - (4)
0 isakmp phase1 packet resent --- (5)
0 phase1 give up --- (6)

0 total Phase2 packet received - (7)
0 invalid Payload --- (8)

0 total Phase2 packet sent --- (9)
0 isakmp phase2 packet resent - (10)
0 phase2 give up --- (11)

0 total Informational packet received --- (12)
0 invalid Payload - (13)

0 total Informational packet sent --- (14)

[rmt1]:

0 total Phase1 packet received
0 invalid Payload

0 total Phase1 packet sent
0 isakmp phase1 packet resent
0 phase1 give up

0 total Phase2 packet received
0 invalid Payload

0 total Phase2 packet sent
0 isakmp phase2 packet resent
0 phase2 give up

0 total Informational packet received
0 invalid Payload

0 total Informational packet sent

[rmt2]:

0 total Phase1 packet received
0 invalid Payload

0 total Phase1 packet sent
0 isakmp phase1 packet resent
0 phase1 give up

0 total Phase2 packet received
0 invalid Payload

0 total Phase2 packet sent
0 isakmp phase2 packet resent
0 phase2 give up

0 total Informational packet received
0 invalid Payload

0 total Informational packet sent

#

1) &®K~Remotef /I TT—2R
2) Phasel ZIEA5TH

3) Phasel N4 O— NZ{E%
4) Phasel:X{EEETH

5) Phasel Bix#g
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6) Phasel ROV IT— 3 VR

7) Phase2 Z{EEETH

8) Phase2 fExh A O— FZEH

9) Phase2 X EEEHEN

10)Phase2 FEx%

11)Phase2 * dV T —3 3 RBE
12)BHA Y T—IURERET

13)BHIA v T—IEHP A O— RZEH
140BHA v E—URERET
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2119 VIFF+ X MEHREZEHERTS

TIVFF v R MERERRT BT EHTEET,

® J?YEK

DRICERRINY FBEKRURRIZERLUE T,

# mcstat

Multicast Groups
VIF Querier

@ @

0 me

Group
(8

VIF Querier
1 192.168.2.2
Group

239.255.255.10 192.168.1.100
239.255.255.11 192.168.1.100

239.255.255.12 192.168.2.100
Total Multicast Groups: 3 - (11)

Multicast Protocol: PIM-SM --- (1)

Expire

(9) (10

Uptime QTimer

(4) (5) (6)

0000.00:00:00 45 0
Reporter Uptime

0000.00:03:27
0000.00:01:24
Expire

Uptime QTimer
0000.00:01:23 55 160
Reporter Uptime

Virtual Interface Table

0000.00:00:21

VIE  Netif Thresh Local-Address Subnet
(12) (13) (14) (15) (16)
0 lan0 1 192.168.1.1 192.168.1
1 lan1 1 192.168.2.1 192.168.2 DR NO-NBR
2 register 192.168.1.1
Total Virtual Interface Tables: 3 --- (19)
Total Neighbors: 1 - (20)
Multicast Routing Table
Source Group RP-addr
(21) (22) (23)
INADDR_ANY 239.255.20.1 192.168.2.1
012 --- (25)
Joined oifs i — (26)
Pruned oifs te — (27)
Leaves oifs 2.l — (28)
Asserted oifs t..— (29)
Outgoing oifs: .0. - (30)
Incoming sl (31)
Upstream nbr :192.168.1.1 --- (32)
Preference : 0 (0x00000000) --- (33)
Metric : 0 (0x00000000) --- (34)
Entry Timer 200 --- (35)
J/P Timer 30 --- (36)
RegSup Timer 0 --- (37)
Assert Timer 0 — (38)
Join Timers vif0 vif1 vif2
: 0 0 0
(39)
Prune Timers vifo vif1 vif2
: 0 0 0
(40)
(S,G)
Source Group RP-addr
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192.168.3.2 239.255.20.1 192.168.2.1 RP CACHE SG

012
Joined oifs
Pruned oifs Ip..
Leaves oifs .
Asserted oifs -
Outgoing oifs :.0.
Incoming |
Upstream nbr :192.168.1.1
Preference : 1024 (0x00000400)
Metric : 1024 (0x00000400)
Entry Timer 210
J/P Timer 40
RegSup Timer 0
Assert Timer : 0
Join Timers o vifo vifl vif2

0 0 0
Number of Groups: 1 - (41)
Number of Cache MIRRORs: 1 - (42)
Total Multicast Routing Tables: 2 --- (43)
RP-Set

Current BSR address: 192.168.1.1 --- (44)
RP-address Incoming Group prefix Priority Holdtime
(45) (46) (47) (48) (49)
192.168.1.1 2 224/4 0 95
Total RPs: 1 --- (50)
#

NILFFv A - )b—F 4« »F 70 JJVIER

1) EBFRONILFFv AN - )L—FT«J 70OV

JIL—TIER

2) VIF (Virtual Interface) &S
3) IGMP General Query DXfEE (BREDHEIE 'me’ EFKK)

4) IGMP Query ZZ2(FE > Th' o DEERRE (BEEH  Querier DIBHIFEIC0)
5) IGMP General Query #THDY A
6) Other Querier Present Interval D& 1 L7 D SR TORR

7) 73 U1E®

QUERIER - IGMP Querier
8) JIL—TF7 RUX

224.0.0.0/24 DI )IL—3O—DI - 2w bO—=TBICFHEINTVD D, JILFFvr AL - )Ty Mg

EOWFAEFEDFT,
9) IGMP Membership Report DiX{EE
10)IGMP Membership Report &&= L ThHh' 5D BRI
TDIGMP TBEEN TS JIL— T D%
A5 T T —RIEHR
12)VIF (Virtual Interface) &S
13)VIFICRIDT DEEDA T T T—X

register(d. PIM-SM {EFEIED PIM Register /X7 v hOESERDREA VY TT—X

14)TTL LELVE
15)A I TT—ADIP7 KU
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18) A VI TT—ADY TRy hIO—=0F7 RUXR
17) 7 S J1ER
DISABLED : FFEENEIRRE

DOWN AV TTI =R

DR . %)L—% (DR : Designated Router) & U CENE
PIM - PIMZ0O b )LD &R

P2P . Point-to-Point 4 45 7 1 —X

NO-NBR BERIL—Y DEE LIV
18)BiE) L —%
19)VIF D%
20) i) L— 5 D%
RIVFFv R - =T« 07—k
2DRIVFFr b - )W ROZEETIP Y RUX
(*,G) T bUDIBEIFINADDR_ANY EEDE T,
20)RIWFFv X b - JIL—7
23)RP7 RLZ (PIM-SM (Dd+)
24) 7S 154k
SPT . SPT ADIRER
SPT7Z 0D DDIE. RPEADY U —E& SPTDRIREEDI—FTY, DIERDERE
My ZDIV—F KD ERICHDBEIF. TR TDIL—FIE SPT ANDYIOEZ HMTH1N
e EZMBDFERMIEV ., SPTISIFIIBFEE A

WC COA)R - A—REETIY NY
RP I RPADREE
CACHE CHA—=RIVSI—FT 4 I FT=TILHERFRIN TS

ASSERTED : Assert ¥ YHEIELTLD
TRIER Y D —UBRICK > TEHBOERERENDFET ©155(F. PIM Assert X wz—3
[CROTHAIDREOIMNDEOSNK T, O, EmERENEDHIEEN DD, TRD
IW—FFERBID=R Y ND—2 ETHEEUEPIM Assert B UT 7w TA MU—LA - Jb—
SEYIDEZ . Assert A X ZEIESBEHT, Assert ¥4 XD 1 BFICIE. PwTIANU—
L )= EBUOBEICRULED,
SG (S, kU
25)VIFDESD T 147
26) 5T T —RAEHK (JoinIKEETZ . PIM-SM (Dd+)
AT T—RIERIF. EHS vifo, vifl, vif2DREEEERUET,
TeERE JDRICERREINTWVDEE(FE, vifl ZIFD Join IKEETEH O, vif0, vif2 (& Join IREETIEWNT &
ZRUET,
2 AV F T T—AEHR (Prune KRBT S2)
28) (5T T—REHR (JI—TSMEBDRETZY)
29)14 V5T T—RIEH (AssertikiE T >7)
30)HAFEA VI TT—R
SNDATIA VI TT—R
3TV IARNI—L - )L—F
ERAIDIT y hDEREEEHES>TWVNDIL—FTTY
3N TIUTFLVRIE
AR E
3B)I—FT 4 I T—TIVDEGFRRE
36)Join/Prune ¥4 ~< (PIM-SM (Dd»)
37)Register-Suppression ¥4 X (PIM-SM (Dd+)
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38)Assert ¥4~
39VIFTED Join ¥4 < (PIM-SM DFH)
40)VIFCEDPrune ¥4 < (PIM-DM(Dd+)

ANVIVTFF v A - b—=T « VI TOTVNS T IL—TDHEE
(*,G) F2lF(S,G) T hUNEELTWVS T IL—TDs%

42)CACHE 75T >TVBDNILFF v A - )U—F 4 VI T—=T)LDFEE
43)(*,G). (S,G) T hUDFEE

BSR/RP1&#R (PIM-SM (Dd+)
44)BSR 7 RL R

45)RP 77 KLV R
4)ASIIA VI TI—2R
ANTIVFFv AN - JIL—T
48) TS AH T «

49) 1R

50) RP D834
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2120 YIWFF+ R MASHRIZHRT S

NILFF v X NOMEHERZESR T D LN TEE T,

® IVVFR
DRICERRINY FBEKRURRIZERLUE T,

# netstat -sg
multicast forwarding: --- (1)
0 multicast forwarding cache lookups
0 multicast forwarding cache misses
0 upcalls to multicast daemon
0 upcall queue overflows
0 upcalls dropped due to full socket buffer
0 cache cleanups
0 datagrams with no route for origin
0 datagrams arrived with bad tunneling
0 datagrams could not be tunneled
0 datagrams arrived on wrong interface
0 datagrams selectively dropped
0 datagrams dropped due to queue overflow
0 datagrams dropped for being too large
#

1) XIWFFv A - )b—T « I T—=T)UisHER
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2121 TWFFvR MEBEHERETS

QILFF R NOREERERRT B ENTEET,

® IvVRK
MTRCERRIVYY RBKUERRFIZRUET,
# netstat -g
Virtual Interface Table
VIF Netif Thresh Local-Address Pkts-In Pkts-Out
mMm @ G (4) (5) (6)
0 lan0 1 192.168.1.1 0 0
1 lan1 1 192.168.2.1 0 0
2 register1 192.168.1.1 0 0
Total Virtual Interface Tables 3 - (7)
Multicast Forwarding Cache
Origin Group Packets In-VIF Out-VIFs
(8) 9) (10) 1) (12)
192.168.2.2 239.255.30.1 7 1 0
192.168.2.2 239.255.30.2 5 1 0
192.168.2.2 239.255.30.3 3 1 0
Total Multicast Routing Tables 3 --- (13)
#

A5 T T —RIER
1) VIF (Virtual Interface) &S
2) VIFICRINT DEBDA VT TT—2R

register(d. PIM-SM {§EIED PIM Register /7w FOZEHMERADIREA VY T T —X

3) TTLLELME

4) AVFTI—ADIPF7 KRR

5) AF\Tw

6) H7/ 7w b

7) VIF D#3

RIVFFv AN - )b—F7 42 07—T)VIER

8) NYILFFvA KL - )\ w hDEETTIP 7 KRR
9) YIFFvA b - JIL—7

10)) 7w b

11)AFIVIF

12) 358 VIF

1BNVIFFv A - =T 4 I T—=TILDFEE
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2.1.22 DHCPIE#¥R%ZERT S

IPv4 DHCP &—/\ IPv4 DHCP IS4 7>/ b, IPv4 DHCP UL —TIT—I T bk, IPv6 DHCP T —/\H KU IPv6
DHCP OIS A 7 FOERN AR I & ENTEFXT,

® IVvYER

BUFIC, RROVY RBLUOERRBIZERLE T,

IPv4 DHCP Y —/)\DH5H

# dhcpstat -f inet -1 lan0
[lan0] IPv4 DHCP Server Informations

Lease IP Address

Subnet Mask
Default Router Address
DNS Server Address

: 255.255.255.0 - (2)
$192.168.1.1 - (3)
1192.168.1.1 - (4)

:192.168.1.2 [Range: 253] --- (1)

Domain Name

:omron.com -— (5)

Lease Time

Active Client List:
No. IP address

(7) (8) (9)

005 192.168.1.6

#

MAC address

001 192.168.1.2 00:00:00:00:00:00
002 192.168.1.3 00:00:00:00:00:00
003 192.168.1.4 00:00:00:00:00:00
004 192.168.1.5 00:00:00:00:00:00

00:00:00:00:00:00

:0001.00:00:00 --- (6)

Lease remain

(10)

0000.23:59:00
0000.23:59:00
0000.23:59:00
0000.23:59:00
0000.23:59:00

1)
2)
3)
4)
5)
6)

7)
8)
9)

B IP 77 RURSCHRIBEfR 7 KLU A

et IRy hYRD

BEEmT 74 )b NL—57 KU XA
BEADNS B —/\77 KRR

et RXA %

U —XEEHNUTOER TRRENE T,
dddd.hh:mm:ss S s
B

IP7 KLU

MAC 77 KL R

10)5%0D U —ADRBL FOFE CRRENE T,

dddd.hh:mm:ss e b S s e
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IPv4 DHCP UL —I—Y 1 hDES

# dhcpstat
[lan0] IPv4 DHCP Relay Agent Information

Forwarding DHCP Server: 192.168.3.1 - (1)

#

1) DHCPY—/\7 kLR

IPvd DHCP 54 7~ bDiFGE

# dhcpstat
[lan0] IPv4 DHCP Client Informations

Leased IP Address :192.168.1.2 - (1)
Subnet Mask : 255.255.255.0 --- (2)
Default Router Address : 192.168.1.1 --- (3)
DHCP Server Address :192.168.1.1 - (4)

TIME Server Address :192.168.1.X - (5)
NTP Server Address :192.168.1.X --- (6)
DNS Server Address :192.168.1.1 — (7)
Domain Name :omron.com - (8)
Lease Time : 0001.00:00:00 --- (9)
Renewal Time : 0000.12:00:00 - (10)
Rebinding Time : 0000.18:00:00 --- (11)
Lease Expire : Tue Dec 1 14:00:13 1998 --- (12)
Client Status : BOUND - (13)

#

1) BEIP 7KL

2) BEYIXRY AR

3) BEFTJAIUNL—57 RUX

4) BEESDHCPO—/\7 KRR

5) BEYALT—I\7 KRR

6) EE/NTPU—/\Z KL

7) EEDNSH—/{7 KL

I

8) BB RXAUE
9) U—BERENAUTORERX CERINE T,

dddd.hh:mm:ss CHEEE. o P
10) U—REHEE (T1) BAUTORERTERRINE T,
dddd.hh:mm:ss B¥.EE. D%
1U—XEHEE (T2) NUTOERTERREINE T,
dddd.hh:mm:ss BH.EE.0.%

12)U—XERNHARR
13)DHCP 754 77> NIRRE
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IPv6 DHCP H—/\Dig&
# dhcpstat
[rmt0] IPv6 DHCP Server Informations
Server DUID 10003 0001 0200 Oeff feb8 a00b e X — (D
Server Preference 10-- (2)
DNS Server Address :2001:db8::1 --- (3)
2001:db8::3 --- (4)
Active Client
Client DUID - ffff .. (5)
IAID 12— (6)
Prefix/Prefixlen : 2001:db8::/48 - (7)
Preferred Lifetime *infinity - (8)
Valid Lifetime > infinity -—- (9)
Delegated Time : Wed May 26 09:56:28 2004 --- (10)
Lease remain sinfinity - (11)
#
1) —J{DUID
2) B=—N\TUDT7 LUV AE
3) BB DNST—/{7 KU
4) BtV S IUDNSH—/7 R
5) 547> ~kDUID
6) IAID
7) BB L T4 v IOR
8) Preferred Lifetime
9) Valid Lifetime
10)Ecfh bR
1)U —XERNHARR
IPv6 DHCP 54 77> hDIEE
# dhcpstat
[rmt0] IPv6 DHCP Client Informations
Client Status :ACTIVE — (1)
IAID 12 (2)
Client DUID . ffff . (3)
Server DUID 10003 0001 0200 Oeff fe58 a00b e X (4)
Server Preference :0--- ()
DNS Server Address 12001:db8::1 - (6)

2001:db8::3 - (7)

Delegated Time : Wed May 26 09:56:28 2004 --- (8)
Uptime :0000.00:00:41 - (9)

T1 (Renewal Time) s infinity -— (10)

T2 (Rebind Time) vinfinity --- (11)

Preferred Lifetime s infinity --- (12)

Valid Lifetime tinfinity - (13)

Prefix/Prefixlen :2001:db8::/48 - (14)

Assign Interface List
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I/F Name Prefix/Prefixlen

rmt1 2001:db8:0:1::/64 - (15)
rmt2 2001:db8:0:2::/64

rmt3 2001:db8:0:2::/64

#

1) 547 NMARE

2) IAID

3) 547> ~DUID

4) 9—){DUID

5) U—I\TJUDJrLVRAE

6) EEDNST—/\7 KLU
7) BETHVFUDNSH—/\7 KUK
8) SR

9) #ERFR

10)T1 B5R

11)T2 5

12)Preferred Lifetime

13)Valid Lifetime
1)ERTLU T4 v IR
15)EIDHTT LT 1 v RIER
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2.1.23 NAT|5IR%EERTS

NAT DFfEHEHRZ ST & CENTEEX T,

® I7vVR
PIRICRRIONY RBLUERRFIZRUE T,
# natstat
*** NAT stat information ***
to Global to Private
translate 1396 - (D 1379 -- (2)
error 0 - (3 0 — (4)
fragment
translate 0 - (5)
error 0 - (6)
current peak
nat table 0 - @ 0 - (8)
error accounting
lack of memory 0 - (9)
table not found 0 -- (10)
too small packet 0 — (11)
other reason 0 - (12)
#

1) TS5AXR—= 5 70—/VUbNDZEIROE

2) J0O0-)UbH5TT5AX— hADEIEEE

3) TSAR— S5 I0— /LIS —DFHEDH
4) JO0-)bh5TS5ARX— LS —DOFEEHK
5) JZ50X Ny hMDIEEEIROE

6) JTTX Ny FOIS—FAED

7) IRFEEFCRD NAT 25— JUER

8) NATZRT—J)ILDE—R—)U RMES (NATEY 21—V THER UTE NAT Z# T — ) B
9) XEUMBEE

10) 24T — T IUICHEW Ty hOZEBE
11)RBITEL) Uy bOREEH

12)Z DO T S—E#
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2.1.24 UPnPIEHRZEMERTS

UPNP D#tEHBERZIER T D ENTEFR T,
® OVYVER
RIS, RRIOVY RBRUOFRRHIZRUET .

# upnpstat

[lan0] --- (1)

Variable: Value --- (2)

DefaultConnectionService - (3)

WANAccessType Ethernet - (4)
Layer1UpstreamMaxBitRate 100000000 --- (5)
Layer1DownstreamMaxBitRate 100000000 --- (6)

PhysicalLinkStatus Up — (7)

ConnectionType IP_ROUTED --- (8)
PossibleConnectionTypes IP_ROUTED -- (9)

ConnectionStatus Connected --- (10)

UpTime 1234 --- (11)

LastConnectionError ERROR_NONE --- (12)

RSIPAvailable FALSE --- (13)

NATEnabled TRUE - (14)

ExternallPAddress 123.45.67.89 --- (15)
PortMappingNumberOfEntries 3 - (16)

PortMappingEnabled TRUE - (17)

Action: Requested --- (18)
SetDefaultConnectionService 0 --- (19)

GetDefaultConnectionService 0 -— (20)

GetCommonLinkProperties 0 - (21)

SetConnectionType 0 - (22)

GetConnectionTypelnfo 0 - (23)

RequestConnection 0 - (24)

ForceTermination 0 --- (25)

GetStatusinfo 1 --- (26)

GetNATRSIPStatus 1 - (27)

GetGenericPortMappingEntry 0 - (28)

GetSpecificPortMappingEntry 0 --- (29)

AddPortMapping 4 — (30)

DeletePortMapping 4 — (31)

GetExternallPAddress 7 - (32)

date time external internal protocol lease description
(33) (34) (35) (36) 37) (38)

09/20 17:35:18 0.0.0.0:5091 192.168.0.2:5091 UDP 0 VolIP (192.168.0.2:5091)
09/20 17:35:20 0.0.0.0:5090 192.168.0.2:5090 UDP 0 VolIP (192.168.0.2:5090)
09/20 17:35:22 0.0.0.0:5060 192.168.0.2:5060 UDP 0 VolIP (192.168.0.2:5060)
#

1) HEBA VETIT—R%E

2) UPnPZEH#, REE

3) ¥IERMEIFZEA (UPNP US4 7> hHERTE)
4) HIZEthernet

5) EOOHBRE (bps)

6) TOOKRERE (bps)
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7) MEUIRRE

Up L Bt
Down o)

8) EI(CIP_ROUTED

9) #®IZIP_ROUTED

10)#EHTIRAE
Connected L&
Disconnected i)

1) EFHRERE ()

12)EHRESER

13)&(C FALSE

14)8(C TRUE

15)HEBIP 7 R

16)R— bRy EVTERE (%)

17)&IC TRUE

18)UPnP il 5. I

19) DefaultConnectionService 527

20)DefaultConnectionService BlfS

21)WANAccessType, Layer1Up/DownstreamMaxBitRate, PhysicalLinkStatus BUS

22)ConnectionType %€

23)ConnectionType, PossibleConnectionTypes EXfS

24)EmER FETIR—b)

25)UIER GEYR— 1)

26)ConnectionStatus, LastConnectionError, Uptime B8

27)NATRSIPAvailable, NATEnabled EX{S

28)PortMapping BN (BESIEE)

29)PortMapping BV18 (R&IETE)

30)PortMapping &% (3%)

31)PortMapping Bl (%)

32)ExternallPAddress Ex8

33) BRI

SANERT KU A HAERR— ~

35)ER7 KL A BRIR— b

36)70 b JJLIERI (TCP KU UDP)

37) BxhEARE (¥

38)&iHA

%) BILRBZBEERUED. FEULVABRZHIIRT & ZENddizth. 30) AddPortMapping &
31) DeletePortMapping DZEH' 16) PortMappingNumberOfEntries DECTED EIFBRD FE B Avo
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21.25 IPJ« LY IBR%EERTD

IP D 4 LY DffEHIBHRZHR T & CENTEE T,

@ IJvVFR

BUFIC, RROVY FBLUOERRAIZERLE T,

# filterstat

[lan0] --- (1)

IPv4 filter
static table
dynamic table
SPI table

packet
pass(static)
pass(dynamic)
pass(SPI)
reject

total

IPv6 filter
static table
dynamic table
SPI table

packet
pass(static)
pass(dynamic)
pass(SPI)
reject

total

[all]
IPv4 filter

static table
dynamic table
SPl table

IPv6 filter
static table
dynamic table
SPI table

lack of memory
SPI table limit over

lack of memory
SPI table limit over

in

358 - (5)
0 — (7)

1 --- (9)

0 - (11)
359 - (13)
in

358 --- (5)
0 - (7)

1 - (9)

0 - (11)
359 - (13)

1 - (2)
0 - (3
1 - (4)
out

2 — (6)
0 - (8)
1 - (10)
0 - (12)
3 - (19
1 — (2
0 - (3
1 - (4)
out

2 — (6)
0 - (8)
1 - (10)
0 - (12)
3 - (14
1 - (15)
0 - (16)
1 - (17)
0 - (18)
0 - (19)
1 - (15)
0 — (16)
1 - Q17)
0 - (18)
0 - (19)

1) AV TT—R%

2) BN AIILIT—TIVE
3) BNT «ILEYT—TILE
4) SPI T4 )LFT—T)LE
5) ADAITEND 4 LY TEB LI/ v b
6) HARITEN T < LY TE@EUI/\T v b
7) ADRAITERT 4 LI TEB U/ T v b
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8) HHRITEMN T 4 LY CTEBE UL/ Ty b

9) ANITSPIT 4 LA TERBULZ/ Ty MY

10T SPI T4 ILZTEBURZI VT W R
THANBITHEZE Uy MY
12)EHBEITHEZE U/ Uy MY

1) ANBAITRIB L) Ty MY
14)EHBITUIB UTz) Ty bR
15)RBEADEN T 4 LI T—TILE

18) B ARDEN T 1)L T—TILE
17)EBE2AEDSPI 74 )L T—TILE

18)AXAEURETSPI T4 )L T—TIVEERTEED o @
19) T =D IVEHDBRXEISELTWT SPI 7 4 )UY T—D )L ZBEF TERD ozl

IPT 4 ILET—=TILERmR

# filterstat -t
[lan0] --- (1)

IPv4 filter
default:spi --- (2)

static table:3 -—- (3)

src IP/mask:port dst IP/mask:port proto SYN dir action
tos type code
[ 0] any:any any:21 6 Y any pass
any any any
[ 11 any:21 any:any 6 N any  pass
any any any
[ 2]110.0.0.0/8:5000 192.168.1.0/24:600s0 17 Y out pass
4 () (®6) @) (8 (9) (10) ) (2 3 (4
any any any
(15) (18) (17)
dynamic table:1 --- (18)
src(dst) IP/mask:port  dst(src) IP/mask:port proto SYN action remain
[ 0] 192.168.1.2/32:any 10.36.195.28/32:54063 6 Y pass 30
(19)
SPI table:1 --- (20)
src(dst) IP/mask:port  dst(src) IP/mask:port proto SYN action remain
[ 0] 192.168.1.2/32:any 10.36.195.28/32:any 1 - pass 30
IPv6 filter
default:spi - (2)
static table:3 - (3)
src IP/prefixlen:port dst IP/prefixlen:port proto SYN dir action
class type code
[ 0] any:any any:21 6 Y out pass
any any any
[ 1] any:21 any:any 6 N in pass
0-10 any any
[ 2] 2001:200:1::/64:any ~ 2001:200:2::/64:6000 58 Y rev  pass
4) (5) 6 (7 (3 9 (o) 1 (a2 3 (4
any 1-10 0
(210 (e (7

dynamic table:1 --- (18)
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src IP/prefixlen:port dst IP/prefixlen:port proto SYN action remain
[ 0]12001:200:1::88/128:491652001:200:2::27/128:21512 6 Y pass 30
(19)

SPI table:1 --- (20)
src IP/prefixlen:port dst IP/prefixlen:port proto SYN action remain
[ 0] 2001:200:1::88/128:22 2001:200:2::27/128:12431 1 - pass 30

1) A5 T1T—R%E

2) EDIP T4 )L T —TUICHAR—EBFDENE
3) BN ALY T—TILE

4) T4 )Ly EE

5) T4 LZEETIP 7 R

6) JAILIEETIP Y RUANYAY

7) T4 )LIEETR— hES

8) JAILFEEEIPT FLUX

9) TAIVEIEEFRIPT RUANRD

10) 7 « LE X EFR— hES

1) 74L& 70O IES

12) 7 4 JLY TCPERERZZTHEDH
13))y bDAEFIAE

any ANy S EHFIINT Y bOEAISHUTT 1 LB FEITVE T,
in CAHIT Y BMSHUTRIT T 4 LY EEZEITVE T,
out P MERUCTREID T 4 ILYBEZITNE T,
rev NIy hERHIT Y SOmBICHUTT 4 ILYBEEITVNE T,

rereUe AT BMEDWTE. ITFDBDZTEIL UfcFH T« LYEIEZ LE T,
CEXETIP TP RUR A NRADEHTHEIPFP RUR A RRD
XEITIR— MESEHTER— NES

14)7 4 LS EE

15)TOS &

16)ICMP TYPE

17)ICMP CODE

18)EIN T 1 )L T—T )L

1997 4IEFT—=TILFAX (*10%

20)SPI 7 4 )L T—TIUE

21)Traffic Class{g&

73 ERRRZEET S TR D



IV RA—Y—=XAA K (V21) BRSEEX VTR

I
N
1t

2.1.26 MPLS I53R%ZtERT D
MPLS [CEHT D IERZHEERT D ENTEET,

® IVvUR
BUFIC, RROVY FBLUOERRAIZERLE T,
MPLS DIRREEZFRRT D355 (status 3EER)

# mplsstat status
[Status of MPLS Forwarder]
MPLS Forwarder : Enabled - (1)
Number of Interface 12— (2)
Number of Entry :
FTN 16— (3)
ILM 18 — (4)
VRF :2 —-- (B)
IP Propagate TTL : Off - (6)
#

1) MPLS DB%#E%)

Enabled - B%

Disabled i)
2) AVETIT—AH

MPLS TIERT DA V5 7 I —RABHDERRINE T,
3) FINIT> MU

MPLS FDOFTNDOILY RUBHDERRSNET,
4) LMI> hU#

MPLSHFDILM DI MUBHODERRINET,
5) VRFI hU#

MPLS RO VRFDOI Y MUEHDRRINE T,
6) TTL fFEEN(E

On CRETD

Off SRR LW

FINT—JILDERZERT S %5 (ftnfeER)
IV hUDFET D5EG

# mplsstat ftn
[Data for FTN Table]
PREFIX NH ADDR OUT I/F LABEL OPCODE
(1) (2) (3) (4) (5)
100.232.1.0/24 100.232.2.1 rmt0 19 PUSH
192.168.3.0/24 192.168.5.1 lan1 18 PUSH
192.168.4.0/24 192.168.2.1 lan0 17 PUSH
#

TV hUPREREULEWVES

# mplsstat ftn

[Data for FTN Table]
No Entry.

#
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detail ZI8E UTIciBE
# mplsstat ftn detail
[Data for FTN Table]
PREFIX NH ADDR OUTI/F LABEL OPCODE PACKETS OCTETS
¢)) (2) (3 (4) (5) (6) @)
100.232.1.0/24 100.232.2.1 rmt0 19 PUSH 0 0
192.168.3.0/24 192.168.5.1 lan1 18 PUSH 29 2162
192.168.4.0/24 192.168.2.1 lan0 17 PUSH 0 0
#
1) FLT7a1voR
ftn ZIEULIEBSEF TV T 4 v I A BICEKRRULETD,
2) MikwT7 RLUR
A 5T IT—AREF 0.0.0.0 ERRENFT,
3) WA VFT1T—R%
4) ANV (HASNIVEHFEWVEEIE - ZFRR)
5) INILAXRD—Y3O—R
PUSH STV T 4 v O RICERETD IP Iy cEHISAN)LZE PUSH UCHAA V5 7 1 —R(ICHTD
ULET,
DELIVER TO IP FOR VPN
TV T4 v D RICEETD IPINTY b4 VT T 1 —RICZEDFRFEALEFT,
6) T hUZBRHULGEH U/ WUy B
7) T hUZERERBULGEH LA 7T v MY

ILMT—=JILDERERT I 2%E (ImIEER)
IV hUDFET DHE

#

#

€)) (2) 3) 4)
192.168.4.0/24 17 -
192.168.1.0/24 18 - 192.168.2.2

mplsstat ilm

[Data for ILM Table]
PREFIX IN-LABEL OUT-LABEL NH ADDR

OUTI/F OPCODE

192.168.3.1

(5)
lan1
lan0

(6)
POP
POP

IV hIURFEULEVES

#

# mplsstat ilm
[Data for ILM Table]
No Entry.

detail ZIEE UIHR

# mplsstat ilm
[Data for ILM Table]
PREFIX IN-LABEL OUT-LABEL NH ADDR OUT I/F

OPCODEPACKETS OCTETS

#

(1 (2) (3) (@) (5)
192.168.4.0/24 17 - 192.168.3.1 lan1
192.168.1.0/24 18 - 192.168.2.2 lan0

(6) ) (8)
POP 0 0
POP 211 15613

1)
2)

3)

TJUT74vIR

ANV

iim ZIBE UBSIFATISINIVIBICERRUE T,
HASNIL (HASNIVEHFEWEEIE - ZFK)
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4) Rikw 7 KU
A 5T IT—ARRE(F 0.0.0.0 ERREINFT,
5) BAA VI TT—RE
6) IN)IAXRL—r3avI—R
POP CATITNIVICEEET D MPLS )T ko SANL7%Z POP LCHAA 5 T 1 —XAICHEAU
ENE
SWAP C ANISNIVICEZET D MPLS /Ty bDOSANLZEEASANIUIC SWAP LCHEADA VI T 1—
AICTHALFET,
POP FOR VPN
C ANISNIVICEEET D MPLS /Ty b b SANL%Z POP ULCHAA V7T —XICHAU
ESC
7) TV hUZRFERLUGEHUE/ Ty b
8) IV hUZEBARULTELRULIEA I T v b
VRF F—JILDIERZFR T DG (vif {5EH)
IV hUNEETDEHES
# mplsstat vrf
[Data for VRF Table # 2]
(1)
PREFIX NH ADDR OUTI/F LABEL OPCODE
(2) (3) (4) (5) (6)
192.168.100.0/24 10.56.11.21 16/lan0 21 PUSH AND LOOKUP
192.168.130.0/24 10.56.11.77 17/lan0 22 PUSH AND LOOKUP
192.168.160.0/24 192.168.2.1 lan1 - DELIVER TO IP FOR VPN
[Data for VRF Table # 1]
PREFIX NH ADDR OUTI/F LABEL OPCODE
192.168.120.0/24 10.56.11.21 16/lan0 25 PUSH AND LOOKUP
#
TV hUPEEULEWVES
# mplsstat vrf
[Data for VRF Table # 2]
No Entry.
[Data for VRF Table # 1]
No Entry.
#
detail ZI5E UIciBE
# mplsstat vrf
[Data for VRF Table # 2]
(1
PREFIX NH ADDR OUTI/F LABEL OPCODE PACKETS OCTETS
2 3 (4) (5) (8 (7 (8
192.168.100.0/24 10.56.11.21 16/lan0 21 PUSH-VPN 13 1104
192.168.130.0/24 10.56.11.77 17/lan0 22 PUSH-VPN 26 2006
192.168.160.0/24 192.168.2.1 lan1 - DLVR-VPN 0 0
[Data for VRF Table # 1 ]
PREFIX NH ADDR OUTI/F LABEL OPCODE 0 0
192.168.120.0/24 10.56.11.21 16/lan0 25 PUSH-VPN 0 0
192.168.4.0/24 192.168.2.1 lan0 17 PUSH 0 0
#
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1) VRF EH&ES
2) TUTa4vIR
vif ZIBE UIEBBIE TV T4 v I X BICRRULET,
3) mMkw TP RUR
AT T —AfEEE(F 0.0.0.0 ERREINE T,
4) HHA V5T 1—R%
LSP [CEHT DIBAIF LSP SNV /A V5 T T —RZ DR T. NUNDBEIFEA V5 T T —RRZREITRR
INFET,
5) AN (HASNIVEDFWVESGIE - ZFRK)
6) INIAXRLU—r3avI—R
PUSH TV T 4w O RICEET D IPI\Ty MEEASNIVZE PUSH LCHAIA VT T —X(CHS
LFT,
PUSH AND LOOKUP
U T 4w ORTERETD P Iy hEHATANIVZE PUSH LTRIRY 77 RUAICERHET
% FIN IV NUZEBRERL. FIN IV NUDOARBICRE > THEALET,
DELIVER TO IP FOR VPN
VT4 v ORTERETD IP )Ty bR A VS T T —ACZEDFRFEIUEF T,
7) TV hUZRFERLUGEHUE/ Wy R
8) IV hUZEBRULTEHLUICA T v Y

MPLS Z{EH T DI NTDA /5 T T—ADtERZFRRN I ©HE (interface 38T T <interface> =A%)

#

# mplsstat interface

[Data for Interface Table]

I/E USE IN-PACKET OUT-PACKET Error ( TTL LABEL SHORT ENTRY)
m (@ (3) (@) (5) 6 @ (8) (9
lan0 Enabled 11136 11123 13 (9

lan1 Disabled 0 0 0 (0 0 0 0)
rmt0 Enabled 28748 98983 16 (2

4 0 8)

4 6 3)

1)
2)
3)
4)
5)
6)
7)
8)
9)

AVTTT—RE
MPLS OB, #3h
AFIMPLS J\Tw Y
H7I MPLS )Ty b
IS—WZE/I\Tw b
TTL Expire &%
RIESN)UIRHE
RNERDIT v MRE#
ILM R E IR

77 ERRRZEET S TR D



IV RA—Y—=XAA K (V21)

F28 BREEIAVTFIUR

REDA 25T T—ADFEHERZRT I D55 (interface IEERF C <interface> ZI57E)

# mplsstat interface lan0
[Data for Interface Table]
Interface

Use for MPLS Forwarder
PACKET RESULT
in packet
out packet
ERROR and DROP PACKET
TTL Expire
illegal label packet
too short MPLS packet

ILM no entry
#

:lan0 - (1)
: Enabled --- (2)

111136 - (3)
111123 --- (4)
:13 - (5)
16 - (6
14— (7)
:0 - (8)
13— (9)

1) AV TIT—R%

2) MPLS DB &%)

3) AJIMPLS J\Tw <
4) HFIMPLS J\Tw b
5) IT5—WZE/\T v b
6) TTL Expire #&H%8

7) NESANIUEHE

8) RNIEED/ 7w Mat#
9) ILMEKEEFIBHEL

IRTCDVCIBRZERT I DHE (ve IBEMRC <ve_id> F/eld <interface> &)

IV hUNDFET DBE

# mplsstat vc
[Data for VC]

VCI/F VCID NHADDR

OUT I/F

OUTLABEL INLABEL

mn @ 6

lan1 1 10.56.11.21
lan2 2 10.56.11.21
#

(4)
16/lan0
16/lan0

() (6)
21 22
22 23

TV hUDFEUEVES

# mplsstat vc
[Data for VC]
No Entry.

#

78

ERRRZEET S TR D




%Y RI—H—ZHA K (V21)

I
N
1t

ERBEEAYTI VR

BEDA 9T 1—AD VC [BHRZFRRNT DHBE (VeIBERC <interface> Z187E)

# mplsstat vc lan1
[Data for VC]
VC Interface tlan1 --- (1)
Virtual Circuit ID 1 - (2)
In Label 122 - (3)
Nexthop Address :10.56.11.21 --- (4)
Out Interface : 16/lan0 --- (5)
Out Label 121 - (6)
PACKET RESULT
in packet 1450 --- (7)
in octet 117622 --- (8)
out packet :28 - (9)
out octet 12134 - (10)
#
1) VC#iRlIF
2) VCA VI TI—RHA
3) ABINI

VC LSP DXL CECTWVEL . ANSNILHFE ULEVEEF NAERRSINE T,

4) Ry T7 RUA

A5 T T —A#RHKF0.0.0.0 ERRENK T,

5) BAOAVFTI—A%

LSPICEH T DIHFEIF LSP SN/ A VT T T =R DERT. TNLUADBEREA VT T T —RBMREITER

MENE T,
6) ANV

VC LSP O CECLVEL, HASNIVAFE UEVHZEIEN/A ERRENE T,

7) VCTREUIZI T v MY

8) VCTRIELIEF U T v b

9) VC CREH ULIZ/\Tw Y

T0OVCTEE LA I T v b
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2.1.27 LDPIE#R%ZIER TS
LDP(CRAT B EH=EER T D ENTEFET,

® IVvUR
BUFIC, RROVY FBLUOERRAIZERLE T,
LDPDIREZERRT %5 (status FEER)

# Idpstat status

Router ID :10.1.201.2 - (1)

LDP Version 11 - (2)

Label Control Mode : Independent - (3)

Request Retry :0n --- (4)

Transport Address data : 10.1.201.2 (platform wide) - (5)
Import routes : connected, RIP, OSPF --- ()

#

1) HEBDROUTER-ID

2) LDPDI\—=Y 3> (BIC1)

3) LDPECH&IE AT
Independent . Independent Label Distribution Control
Ordered - Ordered Label Distribution Control

4) Label RequestDE*E (FI(Z On)

5) FSYRAR—b7 RUR

6) REBOERAOEE
connected  : conencted EEEZEAWNTINIVLTRZITD

static . static EZBWVWTCTONIVLHREZTTD
RIP C RIP BEZBVWTIOINIVLHRZITD
OSPF D OSPF RBREZRWVTCTIONIVILERZITD
BGP . BGP #EZBWVTINIVILIERZITD
none CREEAVTSNIVLRZITDEN

LDP;EBEBIRICHDIEF LSRDIEHRZRN I D% 5 (adjacency I5ERF)

# |dpstat adjacency
IP Address Name Holdtime LDP ID

(1 (2) (3) (4)
192.168.2.2 lan0 15 192.168.1.1:0
192.168.3.1 lan1 15 192.168.3.1:0
#

1) FREEIRICHDIEFLSRDIP LR

2) AV TI—R%&

3) Holdtime &

4) BFLSROM LDP-ID (LDP ROUTER-ID:LABEL-SPACE)
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FEC T—JILDIERZERT I 255 (fec EER)

Codes
@)
NL>
E>
E>
NL>

#

# ldpstat fec

Prefix

(2)
192.168.1.0/24
192.168.2.0/24
192.168.3.0/24
192.168.4.0/24

Session

(3
192.168.2.2
non-existent
non-existent
192.168.3.1

Total/MAX FEC Entries : 4/ 362

(6) (7)

Out Label

Nexthop Addr

(4)
18
none
none
23

(5)
192.168.2.2
none
none
192.168.3.1

1)

VI_ZITI|_|

3) LDPEYY3VDHEFLSRDIPZ R

- COFEC OO (Egress)
. CDFECOEOTIFHRLY (Non-Egress)

P CODOFECICRUINILTRE
CCOFECICW UL DIL— hEER
2) TUTJ4wvIR

4) HAINIL

5) ik T7 RUA
6) IR7E FEC ¥DAEET
7) HEDIRKFEC

AT I—RDLDPIEHREFRNT DIBE (interface FETHF)

Name

# ldpstat interface

LDP Identifier

Label-switching

@)
lan0
lan1
#

(2)
192.168.2.1:0
192.168.2.1:0

(3
Enabled
Enabled

1) AV TT—A%

2) LDP-ID (LDP ROUTER-ID:LABEL-SPACE)

3) MPLSODER. &

A TT—RDLDPIEHREFRR T DIES (interface THEED interface 15TER)

# Idpstat interface lan0

Status

Primary IP Address

Interface Type

: Enabled --- (1)
110.1.201.2 — (2)
: Ethernet - (3)

Hello Interval 15 — (4)

Hold Time 115 - ()

Keepalive Interval 160 - (6)

Keepalive Timeout 1180 — (7)

Advertisement Mode : Downstream Unsolicited --- (8)

Label Retention Mode : Liberal --- (9)

#
1) LDPDEMEIREE
2) AVITIT—ADIP RUZR
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3) A5 T 1T —A5ER
Ethernet . Ethernet MPLS mode
PPP - PPP MPLS mode
4) HelloMxfE1 5 —/LDE ()
5) HelloDR—)L RFA~X—DfE ()
=)L R A —DERY THBHEEE infinity ERRSNE T,
6) KeepAlive DIXfEA 5 —/ULDE ()
7) KeepAlive ¥4 L7 hDIE ()
8) INIVILFRE—R (Advertise)
Downstream Unsolicited : Downstream Unsolicited Label advertisement mode
Downstream on Demand : Downstream on Demand Label advertisement mode
9) INIUREFE—R (Retention)
Liberal . Liberal Label retention mode
Conservative : Conservative Label retention mode

LDP v avDIERZERNYT 2HE (sessionIBTH)

# Idpstat session

IP Address Name Role State KeepAlive Retention/Advertise
@) 2 3) 4) (5) (6)

192.168.2.2 lan0 Passive OPERATIONAL 180 Liberal/DU
192.168.3.1 lan1 Active OPERATIONAL 180 Conservative/DoD
#

1) LDPEvY 3 VZEBEIIUTCWVDIEFELSRDIP KU X
2) AVFTI—RE

3) O—JU
Active PO« JO-)b
Passive S)\wJO—)b

4) LDPzwv 3 VMDIKRE
NON_EXISTENT
INITIALIZED
OPENSENT
OPENREC
OPERATIONAL

5) KeepAlive ¥4 L7 D hDIE ()

6) SNIVREE— R/ SNIVERE—F
SN)UVFEFE— R (Retention)
Liberal - Liberal Label retention mode
Conservative : Conservative Label retention mode
INIVLRE—R (Advertise)
DU . Downstream Unsolicited Label advertisement mode
DoD - Downstream on Demand Label advertisement mode
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LDP v a3 vDIERZERNRNT DB (session THRED address I5TERF)

# |dpstat session 10.1.201.1

Session state : OPERATIONAL --- (1)
Session role : Active - (2)

TCP Connection : Established - (3)

IP Address for TCP :10.1.201.1 — (4)
Interface being used :lan0 --- ()
Peer LDP ID :10.4.1.2:0 - (6)

:10.1.201.1 - (7)
: Downstream Unsolicited --- (8)

Adjacencies
Advertisement mode

Label retention mode : Liberal --- (9)
Keepalive Timeout :180 --- (10)
Reconnect Interval 115 - (11)

Address List received :10.1.201.1 --- (12)

IPV4:192.168.201.0/24 impl-null none

#

Received Labels: Fec Label Maps To --- (13)
IPV4:10.0.0.6/32 19 16
IPV4:10.1.101.2/32 20 18

Sent Labels : Fec Label Maps To --- (14)
IPV4:10.0.0.6/32 16 19
IPV4:10.0.0.201/32 17 none
IPV4:10.1.101.2/32 18 20
IPV4:10.1.201.0/24 impl-null none
IPV4:10.1.201.2/32 19 none

1) LDPtwv 3V DIKRE
NON_EXISTENT
INITIALIZED
OPENSENT
OPENREC
OPERATIONAL
2) O=)
Active 707« 7JO-)b
Passive Sy JO—-)b
3) TCP ORI a v/ DIkRE
Established
Not Established

4) TCP AT #EFLSRDIP 7 RLX

5) AV TT—AE

6) #HFLSR®D LDP-ID (LDP ROUTER-ID:LABEL-SPACE)
7) SEREESFRICSHDHIEFLSRDIP KL

8) INIVLERE— R (Advertise)

Downstream Unsolicited : Downstream Unsolicited Label advertisement mode
Downstream on Demand : Downstream on Demand Label advertisement mode

9) INJUFEFE— R (Retention)
Liberal . Liberal Label retention mode
Conservative : Conservative Label retention mode

10)KeepAlive ¥4 L7 bDfE (#)

1BEEDA V5—)ULDE )

12)84= Ufc Address List D&

13) w3V TRIELE FEC ESNIUBEE SNV Y E YD UTe SNIUE
14) vy avTEELR FEC EINIVBEINILY v E Y T UIe SNIVE
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VC IFmZERT I %5 (veiaER)

# Idpstat vc
Transport Client VC VC Local Remote Destination
VvCID I/E State Type VC Label VC Label Address
(1 (2) 3k @ (5) (6) (7)
1 lan1 UP ethernet 16 17 10.1.201.2
2 lan2 UP ethernet 17 18 10.1.201.2
#
1) VC ID

2) VCAVHTIT—R%
3) VC DIREE

UpP VCA VY TT—AUP
DOWN VCA 51— ADOWN
4) VC Type
VC INIVHR(ICER U A 5 7 T —ADEENRRENE T,
ethernet - Ethernet
vlan . Ethernet VLAN

5) BRIVCSNL (EA)
6) HEFRIVCINIL GEEMA)
7) VCHEFDIPFP R

LDPDHERZT LD TERRI 5HE

# |dpstat

[LDP Status]

Router ID :10.1.201.2

LDP Version 1

Label Control Mode : Independent

Request Retry :On

Transport Address data : 10.1.201.2 (platform wide)
Import routes : connected, RIP, OSPF

[LDP Interface Infomation]
[Interface lan0]

Status : Enabled

Primary IP Address :10.1.201.2

Interface Type : Ethernet

Hello Interval :5

Hold Time 115

Keepalive Interval : 60

Keepalive Timeout 1180

Advertisement Mode : Downstream Unsolicited

Label Retention Mode : Liberal

[Interface lan1]
Status : Disabled

[Interface lo0]
Status : Disabled

[LDP Session Infomation]

[Session peer address 10.1.201.1]
Session state : OPERATIONAL
Session role : Active
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TCP Connection : Established
IP Address for TCP :10.1.201.1
Interface being used :lan0
Peer LDP ID :10.4.1.2:0
Adjacencies :10.1.201.1
Advertisement mode : Downstream Unsolicited
Label retention mode : Liberal
Keepalive Timeout : 180
Reconnect Interval 1156
Address List received  : 10.1.201.1)
Received Labels: Fec Label Maps To
IPV4:10.0.0.6/32 19 16
IPV4:10.1.101.2/32 20 18
Sent Labels : Fec Label Maps To
IPV4:10.0.0.6/32 16 19
IPV4:10.0.0.201/32 17 none
IPV4:10.1.101.2/32 18 20
IPV4:10.1.201.0/24i mpl-null none
IPV4:10.1.201.2/32 19 none
IPV4:192.168.201.0/24 impl-null none
[Session peer address 10.1.201.2]
Session state : OPERATIONAL
Session role : Passive
TCP Connection : Established
IP Address for TCP :10.1.201.2
Interface being used :lan0
Peer LDP ID :10.0.0.201:0
Adjacencies :10.1.201.2
Advertisement mode : Downstream Unsolicited
Label retention mode : Liberal
Keepalive Timeout : 180
Reconnect Interval 115
Address List received 1 10.0.0.201
10.1.201.2
Received Labels: Fec Label Maps To
VC:1 16
VC:2 17
Sent Labels : Fec Label Maps To
VC:1 17
VC:2 18
[LDP VC Information]
Transport Client VC VC Local Remote Destination
VCID I/F State Type VC Label VC Label Address
1 lan1 UP ethernet 16 17 10.1.201.2
2 lan2 UP ethernet 17 18 10.1.201.2
#
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2.1.28 VRFIERZMHERT D

BGP/MPLS VPN Tl&. VPN CEDRRERIGHRZMRIT D ENTEX T,

® IVvUR
BUFIC, RROVY FBLUOERRAIZERLE T,

# routestat ip route vrf

[VRF 0]
Codes: C - connected, S - static, B - BGP,
> - selected route, * - FIB route

C> * 192.168.10.0/24 is directly connected, lan1

S> 60.60.60.0/24 [1/0] via 192.168.10.100, lan1

B> 192.168.40.0/24 [200/0] MPLS nexthop 10.1.1.4 (recursive via 172.16.1.2), 00:51:17
(1 @) (3) (4) (5) (6)

Total VRF Tables 2 --- (7)
[VRF 1]

there is no such VRF
#

1) Ib—F« > 70 ~3JLFERI (Codes)

C LA VI T IR

S P AT A W IREE

B . BGP 2

> L B U DR TRIT ZRATS N

L IPVARRERIBRDA V5 T T — AR
2) BEDRY FJ—07 RURIRATE Y b
T 77)UNLU—K (0.0.0.0/0) DFEIF. “default” HFRREINFET,
3) BEE/ X MU v UE ([distance/metric])
AV TI—ARBODEEFRRINFE A
4) RO ARy T

via IPvdaddress DEETD IPVA P RUADRRRENET,
is directly connected AV T I ARBDEEICKRREINET,
MPLS nexthop " MPLS ZHhiik g & E EICRRSNE T,

5) A5 TI—R%
A VI TI—ADBFRREINET,
inactive | {EFAAAREIRRE
(recursive via IPv4address)
' BGPERR. Uh—I T (BHERY NID—0&UTIPVA P RURZER) DBEICRRIN
ESCIP
(recursive is directly connected)
CBGPEAR. Uh—I T (BHERY NI—0EULTA VYT I —ARREZER) DHAICEK
RENE T,
6) B3]
REERZEH L TH SRBB URENFRREINE T, BGPREDBRICRRTINET,
) W—FT4VIF7—=TILIY bUE
RIT A VI I—bEFAFTZVII—T 1 VIRBEDEEDRRSINE T, V5T T —ARBEOHES
FNFEA.
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2.1.29 VRRPIBIREZEER TS

VRRP(CEI T 2IEH T 2 LN TEF T,

® IVvUR
BUFIC, RROVY FBLUOERRAIZERLE T,

#vrrpstat
<LAN 0> --- (1)
State :0K - (2)
Authentication Type: Text - (3)
Authentication Pass: "fujitu" - (4)
Interface statistics information:
0 Bad checksum packets --- (5)
0 VRRP Version illegal packets --- (6)
0 VRID illegal packets --- (7)

VRID 10 - (8)
Master(PRI 255 now 255/PREEMPT ON) --- (9)
Now Master : Me --- (10)
Virtual MAC Address : 00:00:5E:00:01:0A --- (11)
Virtual Router IP Address: - (12)
10.124.2.126
10.124.2.224
VRRP advertisement interval 1 --- (13)
Shutdown interface trigger: - (14)
lan1 reduce 200 OFF
rmt11 reduce 100 OFF
Shutdown route trigger: --- (15)
default lan0  reduce 255 OFF
10.232.79.200/24 rmt11 reduce 100 OFF
Shutdown node trigger: --- (16)
10.232.79.193 rmt11 reduce 100 OFF
Group statistics information:
1 become master-router --- (17)
received VRRP advertisement packets --- (18)
VRRP advertisement interval configuration mismatched packets --- (19)
Authentication failed packets - (20)
TTL illegal packets - (21)
received priority 0 advertisement packets - (22)
sent priority 0 advertisement packets --- (23)
VRRP type illegal packets --- (24)
Virtual router IP address configuration mismatched packets --- (25)
Authentication type illegal packets --- (26)
Authentication type mismatch packets --- (27)
Length illegal packets --- (28)

[=leNelelNelNelNeNo oo Nl

VRID 20

Backup(PRI 100 now 50/PREEMPT OFF)
Now Master : 10.124.2.100 Priority 255
Virtual MAC Address : 00:00:5E:00:01:14
Virtual Router IP Address:

10.124.2.138

10.124.2.139
VRRP advertisement interval 1
Shutdown interface trigger:

rmt3 reduce 50 ON
Shutdown route trigger:
Group statistics information:
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become master-router

received VRRP advertisement packets

VRRP advertisement interval configuration mismatched packets
Authentication failed packets

TTL illegal packets

received priority 0 advertisement packets

sent priority 0 advertisement packets

VRRP type illegal packets

Virtual router IP address configuration mismatched packets
Authentication type illegal packets

Authentication type mismatch packets

Length illegal packets

kY
w
o

[eNeNeNoNoNoNoNoNolNolNo N

1) BRERNRIDLANA VY T I —ADES

2) LANA 57 T—ADIREE 1 OK NG

3) LANA & T —AMDVRRP/ v ML A

4) LANA V5T T—RMDVRRP/T v RREE/ (AT — R

5) Z{EVRRP/\T v hF T v I LERBH

6) B{EVRRP /(4w ~VRRP/\—J 3 v EEH

7) 2{SVRRP /7w M VRID BEH

8) VRID

9) VRRP J)L—TKRE (REBLE. RBEDELE TUIVTME—R)

VRRP J)L— IRRE D IRFEDVRRP J)L—JDIREE (Master/ Backup ~ Initialize)
REELE  BER CRESNEBELE

REDELE L NUBARY SOREBEZZDIIREDERLE
JUTIVTIRE—R CERERCRESNETIUIY T NE—R (ONOFF)

10 REDYRYIL—YDRIPvA T RUAEBEE (BRENVAYIL—FTHRHHEIE "Me" ZHRR)

1DREMAC 7 R X

1I2DREIL—F D IPv4 7 KL A
13)VRRP-AD DX (SR

1AV TT—RAY D NS EERIKEE
15))b— D MU A& ERIKREE

16)./— RO~ EERIKRE

17N A )I—F (gD B
18)VRRP-AD #453{=%1

19)52{E VRRP-AD Z#ERIEEE 1

20)38 VRRP-AD F35IE/ \ A D — REEH
21)%{E VRRP-AD TTL &%
22)B%E 0D VRRP-AD #4525

23) B 0D VRRP-AD #aiX(E58
24){SVRRP /T w Ny A TEEH
25)5{= VRRP-AD fif8 IPv4 77 R AR EHEH
26)5= VRRP-AD 5855 1 TREH
27)55 VRRP-AD 5855 1 TA—Ei#
28)3{E VRRP-AD N\ v S REEH
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2.1.30 JUvIIESHREERTS

TV IDERERRIT D ENTEXT,
® IVvUR
BUFIC, RROVY FBLUOERRAIZERLE T,

AV TI—ATEDAENT Y MNIZET I —T S EICHERT S
# bridgestat -i -g

[Group:0]

Name  Group Statusl Pv4 1Pv6 D_if STP In  Out
@) (2) 3 (4) (5) e @ 8 (9
lan0 0 valid Bridge Bridge * Forwarding 0 O
rmt0 0 valid Bridge Bridge Forwarding 0 O
[Group:1]

Name  Group Status |Pv4 IPv6 D_if STP In  Out
lan0 0 valid Routing Routing notuse O 0

rmt0 0 valid Routing Routing notuse O 0

#

FBT—IIWOBHEITIN—TEICHERT S
# bridgestat -l -g

[Group:0]

HashNo. MAC address Name PortNo. Status Age Group
(10) (1) (12) (13) (14) (15) (16)
11 00:a0:¢c9:67:e1:4b lan0 1 Used 297 0
[Group:1]

HashNo. MAC address Name PortNo. Status Age Group
18 00:0e:¢c7:61:11:41 lan1 2 Used 257 1

#

FB7—J OB D HTRRZ#ERT D
# bridgestat -t

use free max allocl earn delete expire
17) (18 (19) (20) (21) (22)
6 1021 6 6 0 0
#

STPIEHR%ZERT %

# bridgestat -s

[lan0]

status : Forwarding - (7)

Root ID : 8000-00:00:0e:58:00:6e --- (23)
Designated bridge : 8000-00:00:0e:58:00:6e - (24)

Path cost : 00000000 --- (25)

Max age 120 - (26)

Message ag e :0 - (27)

Hello time 12 - (28)

Forward delay 115 —-- (29)

[rmt0]

status : Forwarding

Root ID : 8000-00:00:0e:58:00:6¢e

Designated bridge : 8000-00:00:0e:58:00:6¢e

Path cost : 00000000

Max age 120

Message age :0

Hello time :2

Forward delay 115
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[rmt2]
status : not use
#

1) AV TT—A%
lan EXfclEmt A V5 7 T —AZHERRINET,

2) JIL—THBIF
3) JUwIDIKEE

valid JUwIDER
invalid C U w DR
4) IPVAERET T
Bridge : JUwITERE
Routing =T 4 I TERix
5) IPVBERES T
Bridge Uy ITERX
Routing =7 « U Tmix

6) AERAVITI—X
LAY—3/KAVFYTI—XICIE * BRRENFE T,
7) STPDIRRE

not use : STPOVER)
Listening - Listening tKRE
Learning : Learning {RE&

Forwarding : Forwarding IR&E
8) AN\Tw
9) HHITw
10)2E T —JILHEREIN TS Hash &S
1DEBT—TIVICERINTWVSDMACT R
12) I bUESNIEHADEFEET A VT T T —RHE
13)R— &S
14)FE7—T)LDIKRE
Used {ERT
unUsed  BRIRUE
15)EDAER"E (#)
16) 7 )L—T#5IF
1DERTOEET—TILE
18)RFHADEZET—TILE
19BEICEIDHTONEEZ T —JILDRERKXE
200287 —JIVICTr b LTcE#
21)FBT—TJIVICEENTEVEH [CRIBRSNEEE T —TIVE
22)EmICKDEIBRESNEEZE T—TILE
23))L—hTJUwIID
IW—rTUvIDIDH. [BEE-MACT RUR] ODERXTERRINET,
24)X&xTUwIID
KEXTUvIDIDH. [BEE-MACT RURA] ODEXTHRRINFTT,
25))\X X ME
IW—hrTUyIFRTO/NZAOX ME
26)1EALIERR BPDU DERAFESEHTERE (¥
27))U— TV w IHNEH UTe#ERIETR BPDU AR BICEK FTORZER™E (7
28)#E a5k BPDU MixH AR (7
29) R ARARHEIERSR] (7))
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=LY U —EEDRETER R T ENTEXT,

® IYvVR
RIS, #ROANY RBKOERRBIZRUET,
# frstat

[DLCI: 16] - (1)

CIR 10 - (2)

trans state : active - (3)
load state : send(min) --- (4)
possible send bytes  :819 --- (5)

max send bytes :819 - (6)

max send bytes(lower) : 819 - (7)
max send bytes(upper) : 819 - (8)
max send bytes(CIR) :819 --- (9)

sending bytes :0 - (10)

send throuput : 0 bytes/s --- (11)

waiting send packets :0 - (12)

fecn received :0 - (13)

becn received :0 — (14)

send errors :0 --- (15)

receive errors :0 --- (16)

send bytes 137141 - (17)

receive bytes : 1426753 - (18)
[DLCI: 171

CIR :0

trans state : active

load state : send(min)

possible send bytes : 819

max send bytes : 819

max send bytes(lower) : 819

max send bytes(upper) : 819

max send bytes(CIR) :819
sending bytes :0

send throuput : 0 bytes/s
waiting send packets : 0

fecn received
becn received
send errors
receive errors
send byte s
receive bytes

O OO ooo

#

1) DLCI &=

2) CIR{E

3) {EEAMEIRIARE
disable " enable 5 F5
inactive . enable JXRE
active - enable IRRE (active)

|

(inactive)

tor G
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4) ERERMIHIRINAE

stop : fELEIREE

send(min)  PRRIECIEEH
send(min..cir) S FREHS CIR TiEh
send(cir) : CIRC¥(EDh
send(cir..max) : CIRWS_ERRTEER
send(max) | _FBRIE TS

5) EHARET—5E (U1 )

6) Tc (100ms) BRENISEHTEDHRAT—FERE (U1 H)

7) Tc (100ms) BBEINISEHTEDHRAT—IRDTEE (U1 )
8) Tc (100ms) BRENISEHTEDHRAT—FRDLRE (X1 H)
9) Tc (100ms) BRENISEHRTEDHRAT—FRICCIREER (X1 b)
10)XfE0/ N1 b (B%D)

1EEZII—Tw b U S/

12)XERFBI\Tw MY

13)BFE C &M FECN ON 7 L — L S{EEE

14)BFE T &M BECN ON 7 L — AR EEH
15)XET L —LWEDH (A5

16)2ET7 L —LWELDE (A5

17)XE)\ A L (BED

18)32{5/)\1 hL (/5D
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2.1.32 LAN{SIR%EERTS

LAN DffsHIBHRZHSR T 2 CENTEE T,

® JOYVR
RIS, RRIOVY RBRUOFRRHIZRUET .
# stlan
[LAN PORT-0 STATUS]
interface status : auto 100M Full - (1)
since : Oct 2 17:31:26 2002 - (2)
[LAN LOG INFORMATION]I
Input packets 18906 --- (3)
Input error packets 0 -
long frame 0 - (5)
bad alignment frame 0 - (6)
short frame :0 — (7)
CRC error :0 - (8)
overrun 0-—- (9
late collision :0 — (10)
Output packets 18906 --- (11)
Output error packets  : 0 - (12)
late collision :0 — (13)
too many collision 0 - (14)
underrun :0 --- (15)
loss of carrier :0 - (16)
[LAN PORT-1 STATUS]
interface status : 100M Full MDI
since : Oct 2 17:31:26 2002
[LAN LOG INFORMATION]
Input packets : 11136
Input error packets :0
long frame :0
bad alignment frame :0
short frame :0
CRC error :0
overrun :0
late collision :0
Output packets 111136
Output error packets :0
late collision :0
too many collision :0
underrun :0
loss of carrier :0
#

1) A5 T IT—RIREE
EEBEBE CRIVI—Y 3 rycNicGalFauto BRRRESNE I,
=it T BISEEF10M. 100M DEB SRR ENE T,
BT T RFICmERIRREEE UT. Half. FUlDEBE S DRREINE T,

LANT ~ 3 Cl3¥HTe 75 ICEHHRREE LT MDIKTZ[E MDIXDEBSHHERRSNE T, LANO(TIE.

MDI [FERTRENE A
2) REEREZ

AT I - AREHRAEDIRECZE(L UERZIDRRENE T,
3) RETL—LH
4) BRETI5—JL—L#
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5) AT L—LEA—)EH O
6) 7oA AV NIS—HEH
7) ¥ 3a—h~JU—LEEEE

8) CRCI>—#&EE#

9) F—N\—=ZEEE
104 ~OUY 3 s E#
TDEETLU—LE
12)FEIS—TU—LH

13)L 4 hOUY 3 Uik EIE
14)JU I3 VREICKDIEEY bSA4 70 MRHELOE
16) 7 V5 —2 U ikHEH
16)F v U P A0OR MMEHEE
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2.1.33 ISDNIERZHETTS
ISDN BESEDRETEREER T D ENTEF T,

® IVvUR
BUFIC, RROVY FBLUOERRAIZERLE T,

BRI ISDN Z&7<f

#stins00d
[LINE STATUSI
date : Oct 14 16:00:40 2002 - (1)
channel : IMBIICNCTOIID] --- (2)
speed 116k --- (3)
status : wait sync - (4)
since : Oct 14 16:00:24 2002 --- (5)
func : Q921 - (6)
[D CHANNEL INFORMATION]
received frame 10 - (7)
bytes :0 - (8)
sent frame :0 - (9)
bytes :0 --- (10)
Input frame dropped
busy :0 — (11)
CRC error :0 — (12)
abort frame :0 --- (13)
bad length :0 - (14)
bad octet :0 — (15)
Output frame dropped
underrun :0 — (16)
Collision count :0 - (17)
SYNC count :0 - (18)
time :0 - (19)
OUTSYNC count :0 - (20)
time 153 - (21)
#
# stins 0 0 b1
[LINE STATUSI
date : Oct 14 16:00:40 2002
channel : [MB]JICNCTOI[B1]
speed : 64k
status : wait setline
since : Oct 14 16:00:24 2002
func :HDLC
[LINE LOG INFORMATION]
received frame :0
bytes :0
sent frame :0
bytes :0
Input frame dropped
busy :0
CRC error :0
abort frame :0
bad length :0
bad octet :0
Output frame dropped
underrun :0
Flow control
limit :0-- (22)
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count
condition
Flag send/monitor mode

flag recv

idle recv

flag received count
time

idle received count
time

#

:0-- (23)

: XON --- (24)
:yes/no --- (25)
:0--- (26)
:0-- (27)
:0-—- (28)
:0--- (29)
:0--- (30)
:0--- (31)

BRI 7U—LUL— "FREREERH

# stins

[LINE STATUS]

date

channel

speed

status

since

func

[LAYER1 INFORMATION]I

SYNC count
time

OUTSYNC count
time

[LINE STATUS]

#

date
channel
speed
status
since
func
[LINE LOG INFORMATION
received frame
bytes
sent frame
bytes
Input frame dropped
busy
CRC error
abort frame
bad length
bad octet
Output frame dropped
underrun
Flow control
limit
count
condition
Flag send/monitor mode
flag recv
idle recv
flag received count
time
idle received count
time

: Oct 14 16:00:40 2002 --- (1)
: [IMB]JICNCTOI[-] - (2)

;- (3)

: data - (4)

: Oct 14 16:00:24 2002 --- (5)
: - (8)

24— (18)
: 35099 - (19)
:3 - (20)
6 — (21)

: Oct 14 16:00:40 2002
: [MBIICNCTOI[-]

]

1 128k

: data

: Oct 14 16:00:24 2002
: HDLC

:0 - (7)

:0 ——- (8)

:0 — (9)

:0 - (10)

:0 - (11)

:0 - (12)

:0 - (13)

:0 — (14)

:0 — (15)

:0 — (16)

:0 - (22)

:0 - (23)

: XON --- (24)
:no/no - (25)
:0 - (26)

:0 - (27)

:0 - (28)

:0 - (29)

:0 — (30)

:0 — (31)
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1) AN REARA

stins OV ROIASSNIERAIDRTEINE S,

2) FvxIUiER|

@H#RAYNISDN DIFEFAOY hES. 54 V&S, D. Bl. B2OENHHERRENE T,
BRI L—LUL—. BEROFEEEF. ROvY hES, 54 VESHERRSNE T,

3) BEEE

EEERE D kbps B CRIENE T,

4) FrRILRE
init
wait setline
wait enable
wait sync
outsync
data
wait disable
wait disable_con
wait flag
recv idle

5) INEERHZ

- AIHREHIRRR

DT v RIVRERIREE

D F v RIVERRRTT IR
MIE G AVA SRS N 2

| FERF IR RS
DT RREAREINR
D F v RIVELEETGBIRE
L F v RIVELESE TRIBIRRE
D DS UREFHBIRE

D7 A BIVRIEREIRE

=
(=]

o

amp

F v RIVREDREDIREICEE U R DR RENE T,

6) BIERER!
Q921 ' DF v RILDBEICKRRSNE T,
HDLC CB1&FEEB2 F v RILDBEICERRSNET,

7) BETL—LH
8) ={5/\4 b
9) EETL—LHE
10)X1E/ A 3R

1RE/NY T 7 EI 1B

12)3= CRC T —#1&HEI%E

13)RET7R— b I S—BHEH
14)2ME7 — LARERGHEE
15)MEIEA U T v M T U— LG EE

16)XET V5 —Z iEHEIH

17)BRIRH B

18) B HAkE I LE A T4

19) EEAMEIZ IS (100ms BB

20) FHAIF T T LEAIEIEL

21)EHRIETNERE (100ms E41)

22)70—fI#ELELME
23)FEXIEEK) (A b

24) 7 O—HIHEIARE

25) 7S O[S - BRTE— MR

26) 7S J=2ERERLRI
27) 7 T W& B
28) 7T UZEBALH

29) 7S UR{ERE (100ms B1i)

30) 7 S J#EAlEEL

31 7S JWibER (100ms E1i1)
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2.1.34 PIAFS |53R%&ERT S

PIAFS BEDREHEHRZES I & LN TEE T,

® JOVvUR

KT, BRIOYY RBLUOERRFZRULETD .
# stpiafs

[LINE LOG INFORMATION]

channel : [IMBJ[CNCTOI[B1] - (1)
received frame :548 - (2)
received byte 141648 - (3)
bad CRC 145 - (4)
buffer full :0 — (5)
sent frame :727 - (6)
sent byte 155252 - (7)
sent idle data i1 - (8)
[PIAFS LOG INFORMATION]

duplicate frame :89 - (9)
bad FCS 145 - (10)
other error :0 - (11)
send retry (over RTF)  :1 - (12)
re-synchronization :0 - (13)
t010 timeout 11— (14)
t011 timeout :0 - (15)
t012 timeout :0 - (16)
resync by Xbit :0 - (17)
sync 32k i1 - (18)
sync 64k :0 — (19)
t001 timeout :0 - (20)
t002 timeout :0 - (21)
t003 timeout :0 - (22)
t101 timeout :0 — (23)
output NEGO
request 14— (24)
accept :1 — (25)
reject :0 - (26)
reject cause :0 - (27)
output PARAM
request :0 — (28)
accept :8 - (29)
reject :0 — (30)
reject cause :0 - (31)
output SYNC
request :0 — (32)
accept :0 --- (33)
reject :0 --- (34)
reject cause :0 -—- (35)
output ARQ
request :0 --- (36)
accept :0 - (37)
reject :0 - (38)
reject cause :0 --- (39)
output REL
request :0 - (40)
accept 16 — (41)
reject :0 - (42)
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request cause :0 - (43)
reject cause :0 --- (44)
input NEGO
request :7 - (45)
accept :0 --- (46)
reject 10 — (47)
reject cause :0 -—- (48)
input PARAM
request :8 - (49)
accept :0 - (50)
reject :0 - (51)
reject cause :0 — (52)
input SYNC
request :0 -—- (53)
accept :0 - (54)
reject :0 — (55)
reject cause :0 — (56)
input ARQ
request :0 — (57)
accept :0 - (58)
reject :0 - (59)
reject cause :0 — (60)
input REL
request :6 — (61)
accept :0 - (62)
reject :0 — (63)
request cause 117 - (64)
reject cause :0 -—- (65)
input unknown :0 - (66)
input nop :0 - (67)
input nop2 :0 --—- (68)
[PIAFS CONTROL INFORMATION]
protocol 14— (69)
negotiated param
data protocol :1 — (70)
control protocol 12 - (71)
rtf :9 - (72)
compress :0 — (73)
p1 :0 - (74)
p2 :0 - (75)
frame length :80 — (76)
M 163 - (77)
fi format 11 - (78)
sync format 01 - (79)
[LINE LOG INFORMATION]
channel : [IMBIICNCTOI[B2]
#

1) F v JUIER!
20w hES. A VESBROF v RIVERIDRFRREINE T,
2) RIETLU—LHE
3) 251 b
4) SZECRC IS—®BHE
5) 2E/\w 77 EY &L

99 ERRRZEET S TR D



ERBEEAYTI VR

I
N
1t

%Y RI—H—ZHA K (V21)

6) EETLU—LH

7) *E/\A b

8) I —LaEHOE

DIBEDIERIE. EREC—EIUFVEINETD,

9) FT—HY_ERIE

10)FCS TS —R4AM

11)FCS To—DISARERE

12)7—4 T L— LBXEEE

13) BEIEAFA O

14)XZEREVE ST AT A (T010) ¥4 L7 D MEADE
165)IXZEREZE S AXB (T011) ¥4 LF D MFEEDE
16)IXZEREVE S AT C (T012) ¥4 L7 D MEADE
17) R IMERRE B C KD RE)EFHA O
18)32Kbps [EIHAEIEY

19)64Kbps EIHAE%K

20)EERRHEB YA~ (T001) 4 L7 D SFEAELOE
2V B HER®RY A< (T002) ¥4 LT D MNEEL
22)BHEKRIFE Y AX (T003) ¥4 L7 D MFEADE
23)FEERERFE YA~ (T101) 74 L7 D MNREDE
24) = JEHEAZSGXEEE

25) = JEIHAS X EEE

26) = JEHAE S XEEE

27) % JEIHAE &SRR

28)BIE/ T X T REEKIXE O

29)iB15/ (S X FRESZNEE O

30)iBE/ (S X & R EIBTXELH

31)BE/ (S XY R EIRSIERN

32)EHAEKE(E L

33) EHARZ AN EE

34) EIERIE T L

35)[EHABESIER

36)ARQ /S X FREEKIXE DAL

37)ARQ/ S X T RESHE(S O

38)ARQ/ (S X F R EIBEX(E O

39)ARQ /S A Y ERTEIESEH

40) T —5 2 U BRESGEE R

AN T—5 U URRATRIEDIE

42)F7—5 ) 2 U BRBEE RS

43)7 =4 U ERIER

44) T —5 U T ERBEESIER

45) X JRIEIERZE L

46) X JEIEAZ (T2 E 014

A7) X JEIEEEZE LI

48) = JEIHESEH

49)BIE/ (D X I REEKRZEEE

50)8IE/ D X T REZ (IS
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51)BIE/I D AT RTEEEZE L
52)3@IE/ (T X REIERER

53) B EKZ{E O

54) BEIEAS TS O

55) BIAAEESZ{E O

56) [EHHESIER

57)ARQ /S X FREERZIELOH
58)ARQ/\ T X F R TES (IS O
59)ARQ /T X FHTEEEZE O
60)ARQ /S X R TEESIEN
61)T—% UV UBRRNEKRZMEDH
62)7—% U IR TRIELOIE
63)T—% U VU BRBIEERMEDH
64)T—4 U U REKIEH
65)7—% U U RREE IR
66)KREFE T L —LRIELH
67)RMERET L — L
68)EWE I L —LK2

69) 70 kJLFERI

70)ARQ F—#mE O NJLIN—=T 3
THARQHIENBERE O LI —T 3
72)AIE RTFE

73) 7 —% EHEATEBITF

T4 FTSEERHEE (P1)
75)ERANFIE (P2)

76) 7L —LE
TNERXIU—LES (M)

78)Fl #&iEHR T

79)EH T L — LREEHRIF
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7 LABEEORETRRZHER IO CENTEFT,
® IYvVR
RIS, {®ROANYY RBKRUERRBIZRULET .
REEWMEHBEHRERLT %5 (-DIBTH)
# mdmstat -D
[COM]
call count =2 - (1)
call busy count =0 - (2)
call error count =0 - (3)
called accept count =0 - (4)
called reject count =0 - (5)
#
1) EEDE
2) BE1—YEI—(CKo>THREXKLEO
3) BA—TEI—DANORIBRTRERK U
4) BEEDEHK
5) BEZESLUEH
EREEtERZERRT 255 (dIEER)
# mdmstat -d
[COM]
total time for callout =0000.00:03:04 --- (1)
peek time remote = internet.ISP-1 - (2)

time =0000.00:02:57 --- (3)
last remote = intranet.OFFICE-I - (4)

time =0000.00:00:07 - (5)
#
1) RERRORBEEFG
2) REERIFOEFHA
3) REERIEOEGIEE
4) RIEFRISOETFZ
5) EiIEIS DGR
BFCEDT—YEERNERZERRIT DBE (rIEER)
# mdmstat -r
remote ap time

m @ @
0 0 0000.00:02:57
1 0 0000.00:00:07
#
1) BFERE=S
2) EtERES
3) BEHmOAERR
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2.1.36 IRERAIZHEETSD

RERAZ#ER T D LN TEE T,

® IYvVR

RIS, #ROANY RBKOERRBIZRUET,
# date
Tue Jun 29 15:47:01 2004
#

2.1.37 #EBIFEIERZEHERT S

BREAR., BBUKBZEE IS LN TEET,

® IYVER

RIS, RROVY FSKLUOERTBZTRUET,
# uptime
0000.01:20:22

#
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22 RXIFTFIRATD
221 INN—=IaViEHREHERITS
AEBAE I 7 — LI T PDN—I 3V ERRT DT ENTEET.
® JI7UR
LIRS, RN Y RBKRUERRBIZRUET .
# idinfo -c
TYPE : MR1000 --- (1)
SN 100000005 --- (2)
MAC : 000d5710ac00-000d5710ac03 - (3)
ROM 1.1 — (4)
FIRM 1V21.01 --- (5)
CURRENT : config1 --- (6)
#
1) TYPE
BREIFRRINET,
2) SN
AKEBEDV U7 )LESD8HID 10 EH THRRINE T,
3) MAC
MAC 7 RUZD 121D 16 B TERRSNE T,
4) ROM
ROMKREID x.y D 10 EHDFE X CERRSNEI
5) FIRM
T 7 =L T PRRED Vxx.yy D 10 EHDERN CTRREINE T,
6) CURRENT
RE. BMEHROBREEESHPERRINET,
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222 PPPIL—LBML—RZEMHERTSD

PPP DO b JJVIBHRORRSNE T EIRADIEN D ([CKWFGEIE CCICRRENBDIEHRZR L T IEEL,

® YUK
LIFIC, ®RROVY REKUOERTHIZRUET,
# ppptrace
[01] Internet.ISP : PPP session start 02.08.07 09:55:01.697
M @ 3) ()
port=slot:mb, line:0 (lan0)
(5)
[02] Internet.ISP  : Send LCP Configure-Request 02.08.07 09:55:01.697
6 @ €))
port=slot:mb, line:0 (lan0)
data=c021 0100 000a 0506 f01e 028e --- (9)
[03] Internet.ISP  : Recv LCP Configure-Request 02.08.07 09:55:02.116

port=slot:mb, line:0 (lan0)
data=c021 0101 001c 0802 0702 0206 0000 0000
0104 05ae 0506 b104 7cbb 0304 c023

[04] Internet.ISP  : Send LCP Configure-Reject 02.08.07 09:55:02.116
port=slot:mb, line:0 (lan0)
data=c021 0401 000e 0802 0702 0206 0000 0000

[05] Internet.ISP  : Recv LCP Configure-Nak 02.08.07 09:55:02.116
port=slot:mb, line:0 (lan0)
data=c021 0300 0008 0104 05ae

[06] Internet.ISP  : Send LCP Configure-Request 02.08.07 09:55:02.116
port=slot:mb, line:0 (lan0)
data=c021 0101 000e 0104 05ae 0506 fO1e 028e

[07] Internet.ISP  : Recv LCP unknown code(0c) 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0c00 002a b104 7cbb 7573 6572 2d70
7070 2032 2e33 2e33 2028 6275 696¢ 7420
4a61 6e20 3238 2032 3030 3229

[08] Internet.ISP  : Send LCP Code-Reject 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0701 002e 0c00 002a b104 7cbb 7573
6572 2d70 7070 2032 2e33 2e33 2028 6275
696¢ 7420 4a61 620 3238 2032 3030 3229

[09] Internet.ISP  : Recv LCP Configure-Request 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0102 0012 0104 05ae 0506 b104 7cbb
0304 c023

[10] Internet.ISP  : Send LCP Configure-Ack 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0202 0012 0104 05ae 0506 b104 7cbb
0304 c023

[11] Internet.ISP  : Recv LCP Configure-Ack 02.08.07 09:55:02.121
port=slot:mb, line:0 (lan0)
data=c021 0201 000e 0104 05ae 0506 f01e 028e

[12] Internet.ISP  : Send PAP Authenticate-Req 02.08.07 09:55:02.121
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port=slot:mb, line:0 (lan0)
data=c023 0101 000e 0474 6573 7404 7465 7374

[13] Internet.ISP  : Recv LCP
port=slot:mb, line:0 (lan0)
data=c021 0c01 002a b104 7cbb 7573 6572 2d70

7070 2032 2e33 2e33 2028 6275 696¢ 7420
4a61 6e20 3238 2032 3030 3229

unknown code(0c)

[14] Internet.ISP  : Send LCP
port=slot:mb, line:0 (lan0)
data=c021 0702 002e 0c01 002a b104 7cbb 7573

6572 2d70 7070 2032 2e33 2e33 2028 6275
696¢ 7420 4a61 6e20 3238 2032 3030 3229

Code-Reject

[15] Internet.ISP  : Recv PAP
port=slot:mb, line:0 (lan0)
data=c023 0201 0010 0b47 7265 6574 696e 6773

2121

Authenticate-Ack

[16] Internet.ISP  : Send IPCP
port=slot:mb, line:0 (lan0)
data=8021 0100 0010 0306 0000 0000 8106 0000

0000

Configure-Request

[17] Internet.ISP  : Recv CCP
port=slot:mb, line:0 (lan0)
data=80fd 0101 000a 1a04 7800 0102

Configure-Request

[18] Internet.ISP  : Send LCP
port=slot:mb, line:0 (lan0)
data=c021 0803 0010 80fd 0101 000a 1a04 7800

0102

Protocol-Reject

[19] Internet.ISP  : Recv IPCP
port=slot:mb, line:0 (lan0)
data=8021 0101 0010 0306 b40a 0101 0206 002d

0f01

Configure-Request

[20] Internet.ISP  : Send IPCP
port=slot:mb, line:0 (lan0)
data=8021 0401 000a 0206 002d 0f01

Configure-Reject

[21] Internet.ISP  : Recv IPCP
port=slot:mb, line:0 (lan0)
data=8021 0300 0010 0306 b40a 0164 8106 b40a

010a

Configure-Nak

[22] InternetISP  : Send IPCP
port=slot:mb, line:0 (lan0)
data=8021 0101 0010 0306 b40a 0164 8106 b40a

010a

Configure-Request

[23] Internet.ISP  : Recv LCP
port=slot:mb, line:0 (lan0)
data=c021 0c02 002a b104 7cbb 7573 6572 2d70

7070 2032 2e33 2e33 2028 6275 696¢ 7420
4a61 6e20 3238 2032 3030 3229

unknown code(0c)

[24] Internet.ISP  : Send LCP
port=slot:mb, line:0 (lan0)
data=c021 0703 002e 0c02 002a b104 7cbb 7573

6572 2d70 7070 2032 2e33 2e33 2028 6275

Code-Reject

02.08.07 09:55:02.150

02.08.07 09:55:02.150

02.08.07 09:55:02.150

02.08.07 09:55:02.151

02.08.07 09:55:02.151

02.08.07 09:55:02.151

02.08.07 09:55:02.151

02.08.07 09:55:02.151

02.08.07 09:55:02.153

02.08.07 09:55:02.153

02.08.07 09:55:02.157

02.08.07 09:55:02.157
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696¢ 7420 4a61 620 3238 2032 3030 3229

[25] Internet.ISP  : Recv IPCP Configure-Request 02.08.07 09:55:02.157
port=slot:mb, line:0 (lan0)
data=8021 0102 000a 0306 b40a 0101

[26] Internet.ISP  : Send IPCP Configure-Ack 02.08.07 09:55:02.157
port=slot:mb, line:0 (lan0)
data=8021 0202 000a 0306 b40a 0101

[27] Internet.ISP  : Recv IPCP Configure-Ack 02.08.07 09:55:02.157
port=slot:mb, line:0 (lan0)
data=8021 0201 0010 0306 b40a 0164 8106 b40a
010a

[28] Internet.ISP  : Send LCP Echo-Request 02.08.07 09:56:02.216
port=slot:mb, line:0 (lan0)
data=c021 0904 0008 f01e 028e

[29] Internet.ISP  : Recv LCP Echo-Reply 02.08.07 09:56:02.217
port=slot:mb, line:0 (lan0)
data=c021 0a04 0008 b104 7cbb

#

1) OJ&E=
OJ&FSN. 01~99D 10 EMBETCRRINET,
2) Bt
COPPPLY Y aVhFIAUCERLEZD < Ry N T—08 > < BHEL> DX CRRCSNET,
3) ROV I—¥ 3 VEA
ROV I— 3 VBERBEICERRSINE D,
4) TRENBSE]
IERZEIN UCRADERREINE T,
5) [ERREERITF
BECHBUERAUTOER CERREINE T,
slot:<slot &S > line:<line 5 > (< OIiFEH 15 >)

(MKRRENFT,)
slot OBREICHAUCYEELIRORAOY MES (mb (BAR—F)) BARRINET.
line CBEICHIA U EOROERES DRI INET T,
CHRERIERR : M T DORICIL UTctAENRRENE T,
HSD DHBE RSN F A,
ISDN DIg&E L F Y RIVBADRREINE T,
PPPoE DiHH CMAUC lan ERNRRENE T,
6) ERIEHAT
Send
Recv

7) 70O ~3J)UiER
PPPTOZO M JIERINDFRRSNE T, UTDOTONIIVHBRREINET,
70O ~JVERIDRTC [MP:] BMIINESNTVDIEE. ZD/ry SHMPICKR>THT I EENTWLS T

EZERUFT,

0Oxc021 LCP . Link Control Protocol

0xc023 PAP : Password Authentication Protocol

0Oxc223 CHAP : Challenge-Handshake Authentication Protocol
0x8021 IPCP . Internet Protocol Control Protocol

0Ox8031 BCP : Bridge Control Protocol

0x8057 IPV6CP : IPv6 Control Protocol
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0x80fd
0x80fb
Oxc02d
Oxc02b
0xc029
0x8281

8) 1O— &Rl

CCP : Compression Control Protocol

ICCP . Individual Compression Control Protocol
BAP : Bandwidth Allocation Protocol

BACP : Bandwidth Allocation Control Protocol
CBCP : Callback Control Protocol

MPLSCP  : MPLS Control Protocol

FJOMILTOO— FOATHERREINET T UFDOXFIHFRRENE T,

—70 b 3JLIERIALCP, CCP, ICCP,

0Ox01
0x02
0Ox03
Ox04
Ox05
Ox06
0Ox07

IPCP, IPV6CP, BCP, MPLSCPD#BG
Configure-Request

Configure-Ack

Configure-Nak

Configure-Reject

Terminate-Request

Terminate-Ack

Code-Reject

— 70O ~JVERIDLCP D55

0Ox08
0Ox09
Ox0A
Ox0B

Protocol-Reject
Echo-Request
Echo-Reply
Discard-Request

— 70 b2JURERID CCP. ICCP DIBE

Ox0e
Ox0f

Reset-Request
Reset-Ack

— 70 ~OJUEERID PAP DHE

Ox01
Ox02
0Ox03

Authenticate-Request
Authenticate-Ack
Authenticate-Nak

— 70 hJJUIERID CHAP DIHE

0Ox01
0Ox02
0Ox03
Ox04

Challenge
Response
Success
Failure

— 70 ~JJURERIN'BAP DIFE

0Ox01
0Ox02
0Ox03
Ox04
Ox05
0Ox06
0Ox07
0Ox08

Call-Request
Call-Response
Callback-Request
Callback-Response
Link-Drop-Request
Link-Drop-Resp
Call-Status-Ind
Call-Status-Rsp

— 70 b VRN CBCP DHE

Ox01
0x02
0Ox03

9) data=

Callback-Request
Callback-Response
Callback-Ack

ERAE LTIy FORBEZ 16 B CRRSINE T |TA108/ A hFTERRSN. TNLDHEFRR

SNFEEA.
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2.2.3 PPPoEJL—L bL—RA%EIERTD

PPPoE 70 b JJVIBHRDERRSNE T EIRDDIENDICKWHE(E. CIICRRSNDERZREL TS
[N

® IVYVER

BUFIC, RROVY RBLUERRAIZERLE T,

# pppoetrace
[01] Internet.ISP  : PPPoE Discovery Stage start 00.01.02 09:19:54.225

m @ 3) (€))
[02] Internet.ISP : Send PADI len=35 01.09.01 20:17:30.804
(5) (8) @
data=ffff ffff ffff 0000 Oeaa 010c 8863 1109 --- (8)
0000 000f 0101 0000 0103 0007 0000 Oeaa
010c 01
[03] Internet.ISP : Recv PADO len=62 00.01.02 09:19:54.325

data=0000 Oeaa 010c 0003 e48a 0c1c 8863 1107
0000 002a 0101 0000 0103 0007 0000 Oeaa
010c 0101 0200 0372 6173 0104 0010 4c3b
69dc e7d6 949a 90d6 86b5 8bdf 5ceb

[04] Internet.ISP  : Send PADR len=62 00.01.02 09:19:54.445
data=0003 e48a Oc1c 0000 Oeaa 010c 8863 1119
0000 002a 0101 0000 0103 0007 0000 Oeaa
010c 0101 0200 0372 6173 0104 0010 4c3b
69dc e7d6 949a 90d6 86b5 8bdf 5ceb

[05] Internet.ISP : Recv PADS len=62 00.01.02 09:19:54.495
data=0000 Oeaa 010c 0003 e48a 0Oc1c 8863 1165
0003 002a 0101 0000 0103 0007 0000 Oeaa
010c 0101 0200 0372 6173 0104 0010 4c3b
69dc e7d6 949a 90d6 86b5 8bdf 5¢ceb

[06] Internet.ISP  : Send PADT len=20 00.01.02 09:21:16.099
data=0003 e48a Oc1c 0000 Oeaa 010c 8863 11a7
0003 0000
#
1) OJES

OJ&SNH01 ~99 D10 EHKETHRRINE T,
2) Bttt
CDOPPPLY Y 3 VHRIBUIEE/RERD <Ry D=0 R > < Eit/tR> DEN CRRESNE T,
3) ROAVI— 3 VAR
ROV IT—2 3 VRBRKICRRENE T,
4) ERESZ
EREH U R NERRENE T,
5) XRIEHHIF

Send
Recv
6) JL—LiER|
PPPoE CTD 7 L — LRI FOXFI THRRENE T,
PADI - PPPoE Active Discovery Initiation
PADO * PPPoE Active Discovery Offer
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PADR . PPPoE Active Discovery Request
PADS - PPPoE Active Discovery Session-confirmation
PADT . PPPoE Active Discovery Terminate
SESS . Session Stage

7) JU—LE
EREUCTU—LRPMOEH CRREINT T,

8) data=
EREUCITU—LORBRMEEH TRRSNET T K128/ hDFRTHRRIIN. TNKIDHEFHRT
TNF B A,
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2.2.4

5L ML—RZH#ETD

ETFLDOREMNFD bU—RATF—IDRRINET T, ETLADEULSEMELTCOREWESIE. CIICHRRSNDIE
HzhEst U C<IEE L,

® IVVFR
BUFIC, RROVY RBLUERRAIZERLE T,

)]

[02]

[03]

[04]

[05]

[06]

[07]

[08]

[09]

[10]

[11]

[12]

[01]

# mdmtrace

Send

2
sig_on=(CS,ER,RS)
(4)
data=4154 0d
(5)
Recv  03.08.02 09:08:33.960
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

Send 03.08.02 09:08:33.961
sig_on=(CS,ER,RS)
data=4154 2646 0d

Recv  03.08.02 09:08:33.978
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

Send 03.08.02 09:08:33.979
sig_on=(CS,ER,RS)
data=4154 4530 5631 5337 353d 3053 3935 3d34
350d

Recv  03.08.02 09:08:33.991
sig_on=(CS,ER,RS)
data=4154 4530 5631 5337 353d 3053 3935 3d34
350d 0d0a 4f4b 0d0a

Send 03.08.02 09:08:33.992
sig_on=(CS,ER,RS)
data=4154 5631 0d

Recv  03.08.02 09:08:34.001
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

Send 03.08.02 09:08:34.002
sig_on=(CS,ER,RS)
data=4154 4530 0d

Recv  03.08.02 09:08:34.012
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

Send 03.08.02 09:08:34.013
sig_on=(CS,ER,RS)
data=4154 264b 330d

Recv  03.08.02 09:08:34.022
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a

03.08.02 09:08:33.951
(3)

AT.
(6)
..OK..
AT&F.

..OK..

ATEOV1S75=0S95=4
5.

ATEOV1S75=0S95=4
5...0K..

ATV1.

..OK..

ATEO.

..OK..

AT&KS3.

..OK..

111

XUTFVRTD




VY RA—Y—=XHA R (V21) F28 BREEIAVTFIUR

[13] Send 03.08.02 09:08:34.023
sig_on=(CS,ER,RS)
data=4154 5834 0d0a 00 ATXA4...

[14] Recv  03.08.02 09:08:34.032
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a ..OK..

[15] Send 03.08.02 09:08:34.034
sig_on=(CS,ER,RS)
data=4154 4d31 0d0a 00 ATM1...

[16] Recv  03.08.02 09:08:34.043
sig_on=(CS,ER,RS)
data=0d0a 4f4b 0d0a ..OK..

[17] Send 03.08.02 09:08:34.044
sig_on=(CS,ER,RS)
data=4154 4¢32 0d0a 00 ATL2...

[18] Recv  03.08.02 09:08:34.053
sig_on=(CS,ER,RS)

data=0d0a 4f4b 0d0a ..OK..
#
1) OJ&ES
OJFSH. 01~99D 10 EHRETCEHRRINET,
2) E2ME
Send DIV ETLNT =Y ZXE
Recv =R ETF LD T I ERE
Change Signal tRS-232CA /A TIT—RIESHESE
3) RENESRS

R UERENRRENE T,

4) E5IRE
RS-232C A 257 1 —RAESHON DIESHERRENE T,
EEDORAEF. UFDESDTT,

CS L ET LN T —5Z{S0TEE
ER L L—% hNBIERTEE
RS =BT —YREARE. FICFI—IDNT—IXEEEEK
Cl BRI
CD SRV U SN, BRI
DR L ETLONEREAIRE
5) data=
EREULT—YDAEN. 16 ERETCHRRINET T, mA 128/ hAFTHERRSN. TNKRDERADIE
KRS NEE A,
6) ASCIIZER

5) OTF—INMASCIXFTCRRINE T,
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225 IKE FNL—RZEERTSH

KEXRDYI—y 3Ty bDMU—RIERZHEERIT D ENTEFT,

® I7vVR
PIRICRRIONY RBLUERRFIZRUE T,
# iketrace
11 ISAKMP Send Aug 7 10:26:26 2002
M (@ 3
Cookies:(22f2b428fb243bba:0000000000000000)
(4)
Exchange Type: Aggressive Len:215(0xd7)

(5) (8
data=22f2 b428 fb24 3bba 0000 0000 0000 0000 --- (7)
0110 0400 0000 0000 0000 00d7 0400 0038
0000 0001 0000 0001 0000 002c 0101 0001
0000 0024 0101 0000 8001 0001 8002 0001
8003 0001 8004 0001 800b 0001 000c 0004
0001 5180 0a00 0064 1d9b dedd Obd7 55bf
d1d1 Oba1 3595 fa9e 421e 790e 4e9b c95¢
dcle 07bc €220 2179 095¢c 11f8 4138 ad4a

[2] ISAKMP Receive Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Aggressive Len:255(0xff)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495

0110 0400 0000 0000 0000 00ff 0400 0038

0000 0001 0000 0001 0000 002c 0101 0001
0000 0024 0101 0000 8001 0001 8002 0001
8003 0001 8004 0001 800b 0001 000c 0004
0001 5180 0a00 0064 05ab 21eb 7d9c 2261
80b8 ca00 9647 fdc1 ea94 1d0b 1740 ba33
5f64 a095 fb90 ac52 533 €820 7dab ceca

[3] ISAKMP Send Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Aggressive Len:48(0x30)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 0400 0000 0000 0000 0030 0000 0014
0d89 bb75 240e 3028 294d 41af 7¢86 0d15

[4] ISAKMP Send(Before Encrypt) Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Informational Len:76(0x4c)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 0501 774d 2a19 0000 004c 0b00 0014
81de 9a99 455f a72d 9b54 c631 2909 3d1b
0000 001c 0000 0001 0110 6002 22f2 b428
fb24 3bba 5b50 4fee bef8 c495

[5] ISAKMP Send Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Informational Len:84(0x54)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 0501 774d 2a19 0000 0054 ebbb fd4a
474c 9c¢f7 6a1f daaa c622 7389 5d0d 2787
d87b ca80 af88 338f 2dca 3147 ¢9d2 5656
2602 59¢8 f6e1 6¢61 d8a3 0ae3 4d79 7ffa
acb7 7db9
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[6] ISAKMP Send(Before Encrypt) Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:148(0x94)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495

0810 2001 4730 70fb 0000 0094 0100 0014
fd3b 2b24 778 8e08 a7c8 bbb2 b7bc 0914
0a00 0030 0000 0001 0000 0001 0000 0024
0103 0401 03ff 7c4b 0000 0018 0102 0000

8001 0001 8002 7080 8004 0001 8005 0001
0500 0014 f7c2 d1ab d5c6 d3e4 5929 38ae
91f9 5354 0500 0010 0400 0000 0000 0000

[71  ISAKMP Send Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:156(0x9c)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 2001 4730 70fb 0000 009c 789¢e 35b5
fb49 2b8a 3ebd 5663 81ab 4¢78 e4cf 864c
b968 1d8e 6238 d076 b095 0b17 af03 33e0
2735 f9ba 13dd 2000 3efb bc65 1e8b b482
3be8 48ac ebab 6548 3394 512e 6a27 5f37
c16a 97a8 4a65 40fa 06b1 3eef 1ea2 8e0d
9a87 b933 6bed 117b ec8b 0b35 €227 32c4

[8] ISAKMP Receive Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:156(0x9c)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 2001 4730 70fb 0000 009c f14e ecb1
938f 88aa bafe 127d dea8 0a24 5a45 2d47
c50e 36dc f77e dccec 6d20 4395 c1f1 574d
76¢0 ab7c 53e3 b7e8 9abb 276a aeab 585d
87f0 6db3 9a77 227¢c 8696 4105 296b 83e9
eO0fc 516 3ead f907 96a4 2910 c2a9 Oca?
fale 92ab ce82 3af0 16e0 9ee1 ceal3 4f2d

[9] ISAKMP Receive(After Decrypt) Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:156(0x9c)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495

0810 2001 4730 70fb 0000 009c 0100 0014
d4d3 5742 a8e3 f18a 76c4 94f7 d080 e877

0a00 0030 0000 0001 0000 0001 0000 0024
0103 0401 Oefd a61d 0000 0018 0102 0000
8001 0001 8002 7080 8004 0001 8005 0001
0500 0014 c538 a8b4 8271 1754 da9e 84c4
fcb6 d999 0500 0010 0400 0000 0000 0000

[10] ISAKMP Send(Before Encrypt) Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:48(0x30)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 2001 4730 70fb 0000 0030 0000 0014
9b63 756e 00c2 1d9c e7f0 94ef b608 5817

[11] ISAKMP Send Aug 7 10:26:27 2002
Cookies:(22f2b428fb243bba:5b504feebef8c495)
Exchange Type: Quick Len:52(0x34)

data=22f2 b428 fb24 3bba 5b50 4fee bef8 c495
0810 2001 4730 70fb 0000 0034 6062 6bca
2665 5bd9 f8d6 4f97 4245 3ea1 939d 0665
1259 cdca
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| #
1) OJ&ES
OJ&FSH. 130 D10 EH CRREINF T,
2) ERIE
ISAKMP Send X EITL—A
ISAKMP Receive CRETL—LA
ISAKMP Send(Before Encrypt)  : BBS{ELRIOEE T L — LA

ISAKMP Receive(After Decrypt) : ES{tEBDZETL—LA
3) IKE b L— R EE RS
IKE b U— BB FRRINE T,

4) Cookie
Cookie Z (Initiator {8 Cookie:Responder ] Cookie) DX THRRINET,

5) Exchange Type

NONE L RHEIEL
Base " Base E—RK
Identity Protection . ldentity Protection E— K
Authentication Only . Authentication Only E— R~
Aggressive : Aggressive E— R
Informational - Informational E—
Quick S Quick E— K~
New group : New group E— R
Acknowledged Informational . Acknowledged Informational E— I~
6) Len
ISAKMP /Ty hEBFRENE T,
7) data=

EREUC/ Ty FOREH6 EH CRRSNE T, &A320/ A FETERRENE T,
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226 IS—OJEHZHERTS

TRBFMEDOER(CRTDBEMZERI O ENTEFX T,

EEDEONDHEEF. BADORIM EFRTCIFEANEE U MENER LU TLIEEW,. ZOKR. I5—0J1F

BOABTZHHSELZE0,

® IYvVR

BIFIC, FRIONVY RBKUERRAZRLUE T,
# elog
[0] Error Log:

flag=80,mode=00,unit=20,regsp=00000000

Firm information:

MR1000 V21.00 PTF:NY0001

System down information:

down code [81010015:00000001]

Logging time:

Sun Jul 22 12:35:27 2001

Register:
srr0 [00085¢18] srr1 [00001030] Ir [001dbaf8]
dsisr [00000000] sivec [00000000] simr_h [20422d00]
dmiss [0028b570] imiss [00005¢c18] tescr1[00393980]
gpr00 [00010000] gpr01 [0028b570] gpr02 [00000016]
gpr04 [00000001] gpr05 [0028b490] gpr06 [00000001]
gpr08 [00000004] gpr09 [00000001] gpr10 [f0011b30]
gpr12 [28000000] gpr13 [00000000] gpri14 [0074e754]
gpr16 [00000020] gpr17 [f0010c1c] gpr18 [0028b610]
gpr20 [0028b608] gpr21 [0074e754] gpr22 [00000000]
gpr24 [0028b608] gpr25 [0028b610] gpr26 [0090d7f4]
gpr28 [00235b48] gpr29 [0090d704] gpr30 [00000001]

dar

[00000000]

simr_| [24002058]
Itescr1[0028b590]

gpr03
gpr07
gpr11
gpr15

gpr19
gpr23
gpr27

gpr31

[81010015]
[00000000]
[f0011b30]
[00235b24]
[00280000]
[00000000]
[08000800]
[00000001]
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227 YATLIEREHEE TS
HERAKDIREZHEZITDCENTELT,

® ITVER
BIRIC, £RONY RBRUERRAIZERULE T,

# sysinfo
[Board information]
Mother board :MR1000 (Normal) - (1)

[Memory information]
ECC single bit correction count: 0 --- (2)

[Hardware monitor information]
Thermal : 27 celsius  (Normal) --- (3)
#

1) BREPRRINET,

O RlF. AEBEOKREZRLET,

(Normal)  IERIRRE

(Hard Error) : J\—RIS>—IKRE
2) WNEXTEUDECC (Error checking and correction) single bit 5T1E[E%§
3) REREBEENKRRINET,

O AF. BEREONERRINF T,

(Normal) | IERIRRE

(Warning)  :REEB#H&LE

(Hard Error) 1 SRERE (Warning IREEN., —EREL&ER UIciZE)

117

XUTFVRTD



VY RA—Y—=XHA R (V21) F28 BREEIAVTFIUR

228 ERERFREVOEZXD

REBIEBRERBRZARIC2DR/DOIENTE, RTIJ1—ILXEEFET2DODBEHRZVIOER DI EN
TEFI,

CCTlE. FETEBRERBRZUDEZ ST EZHHALET,

AT Y 1—)UREIC K D TIBERZVID B R DHE(E. MR1000 IN Y RRESMIE [2.30.3 BRERER
DYIDEBERZFHTD] (P256) ZERULTLIEEL,

CAIBEICTEDITT
. ERRARE. BERICEMHEL TLWEHOBREREIBIRTII B LEHDFET,
F—YBERICHERSTDE. BELYMEINET,

® IVvUR
RIS, BV RERUETD,

BRERBR 105, BRERBR2ICYIDEZD

# reset config2

229 EHERIGHRZEERTD

TREDBUERIBRZERITDENTEET,

® IVvUR
BUFIC, RROVY FBRUERTRAIZERLE T,

# show

wan 0 line isdn

lan 0 ip address 192.168.1.1/24 3

lan 0 ip route 0 10.0.0.0/8 192.168.1.100 1

lan 0 ip rip use v2m v2 0 off

remote 0 name net1

remote 0 ip rip use v2 v2 0 off

remote 0 ap 0 name test0

remote 0 ap 0 dial 0 number 12345678

remote 0 ap 0 ppp auth send sendid CQ9JxbkNgwzvP9nsA encrypted
remote 0 ap 0 ppp auth receive recvid @y/V1ydBJbmxOea8Ks encrypted
remote 0 ap 0 idle Tm

syslog pri error,warn,notice,info

syslog facility 23

time zone 0900

#

Y RERERE A UENRESNTLBHAR. show IXY RTRRENF B
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2210 FTP/SFTPY—|\IKREZEDTAIFTFIATD

KRB FTPY—) BERED KU SFTP U —/\WgEZ o CH D, JXYVIOVPUNIX VAT LADftp ANV RBKU
sftp AN RZE S TEERFROBE ETHr0 T 7—LAD I P ZEHIHENTEET . CITIK
FTP & —)\#kaE7Z ftp ON > R CER I 25 aZHIICERRALE T,

BH. SFTPU—)\#eEZFEA T 2HZEE. A& SSHTO NIV —I 3V 2ZYIR—bLTWSsftp 7547
VRVIRDITPZEARTOMENDDE T, TNUCKD, ftp IV FEEKIC sftp VY RZFRTHE
W CTEFXI,

00o0o0oo0oOoooooo
ooooooo

<=

-
ooooooo
ooooooooo oooo
pooooooo M

FTP O — /) \#eEZRFERIT D ETDI—HR, JXRAT—REUTDESBDTY,
o 11—t - ftp-admin
o JIXT—R - password IN¥ Y RCERE UL/ \AT—RZEIBELE T,

FTPOOOOOOOOO

goooo

SRR~ RERELTUVELEEE. FIPY—) USHEE (20— KOG B0E LTBIELET,

@ XUFFIAMKDI7AIL
FTIPU—)UEREC A Y TV ANREED T 7 A ILAISUTDESDTT,

o BHEHRIGHR . config
o HBHERIER?2 . config2
o TJF—LDI7 - firmware

@ HBEHLE
fip ANV ROUTIORY REUT [getreset] ZANNTEE, ARBZBRETCEEXT,
BRERERZVIDEZ DHBEI(F. [getreset1] FzlF [getreset2] ZANUTAREZHBREUFT,
e [getreset] ZAAULHEE  BEHRDEROEBHRERBERNIEMNTI.
e [getresetl| ZANULIIEE @ BEERE [BRERFHR1] DEMICEDFTT,
e [getreset2| ZAAUIZE @ BEBRIE BRERBR2] NEMTHEDET,
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CARBEICREDIIT
« EFAUFATEROTEHINAT— REBETIT SRR BEHLET,
BELHWES. Ry ND—I LORENDSTET I ERATESS. FELCRIRTT.
& B8 [12/)(20— REHEITS] (P8)

« ftp YV REARICUTOIS—HRERENDIEDHDET,

502 PASV command not implemented.
Passive mode regused.

LEEIS—HRIRSNIIZGF. BTOREZIToOTHSIS—[CHE o RIFZEBEIT O TS,

ftp> passive : I\W Y TE—REZETD
Passive mode off.
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FTP U — /) \#$8E(IC K 1B E R BERDIRE
VAV ED fp AN Y R > TIBMERBRZRE T 25 5ZFHALE T,
fipC 00000000000
getD O
A
IPOOO ;
CAREICREDIIT
ATV ZAEERE. UTOTEZRBRTFTFo>TLREE L,
o AEEOBRZEVISTEVTLEEL,
o AEBLITTF—IBELTLWEVLIEEBRELTLEEL,.
o VY=V KDEREIEEZE—TNT > TLELIREE TR LT EELY,
@ ftp IV ROERAGI
BRERIER 17/ 0V 3 LD configl-1 7 7 A JUICIRE T 2HBEDHIZERULET,
C:¥>cd IBRERBRHRIEMT « LI MU
C:¥tmp>ftp 192.168.1.1 AREBICERTD
Connected to 192.168.1.1.
220 MR1000 V21.00 FTP server (config1) ready.
Name(192.168.1.1:root): ftp-admin P A—-YREANTS
331 Password required for ftp-admin.
Password: CINRAD—REANTD
230 User ftp-admin logged in.
ftp>bin NAFUE—RICTD
200 Type set to .
ftp>get config1 config1-1 I IBRHEZIBIR 1 (configl) % configl-1 7 7 A ILICKENT D
local: config1 remote: config1-1
200 PORT command successful.
150 Opening BINARY mode data connection for ‘config1’(2753 bytes).
226- Transfer complete.
2857 bytes received in 1.10 seconds (2.44 Kbytes/s)
ftp>bye B EET TR
221 Goodbye.
C:¥tmp>

JRD—RIE [12 ){20— KERET B (P8) TRE LI/ R D— REREL T 2,
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FTP & —/\HEEIC K D IBRERBIRDETT

IOV ED ftp OV > TBRERIBRZETI 2 EZHRALE T,

A
ISDNO OO0

IPOOO
192.168.1.1

ftpCO00C00000000O0
putD O

CAEEICREDIIT
AT FIAEERE. UTOZ EZRTFFo>TLIEEL,
o FERBEOBERZVETULEWVWTLIEE LY,
o ARELFTTF—IBELTVWEVNCEEZERUTLLEEL,
s WWWIS9Y, QVY—VICKDREEEE U TOERWIRETIT> T REEL,

@ ftp IV FOEERGI
BHRERE®R 1%/ 0 D configl-1 77 A )LD SETLT DHEEDHZERLUET,

C:¥>cdBRERBHRIEMT « LI MU

C:¥tmp>ftp 192.168.1.1 F RRBICERT D
Connected to 192.168.1.1.

220 MR1000 V21.00 FTP server (config1) ready.
Name(192.168.1.1:root): ftp-admin P A—-YREANTS
331 Password required for ftp-admin.

Password: NKRT—RZEANTD
230 User ftp-admin logged in.

ftp>bin INALFUE—RICTD
200 Type set to .

local: config1-1 remote: config1

200 PORT command successful.

150 Opening BINARY mode data connection for ‘config1’.
226- Transfer complete.

update : File information check now!

update : File information check ok.

226 Write complete.

2856 bytes sent in 1.10 seconds (2.44 Kbytes/s)

ftp>get reset [ AREEHIEHT D
local: reset remote: reset

200 PORT command successful.

421 Reset request ok. bye.

ftp>bye B EETT
C:¥tmp>

ftp>put config1-1 config1 : config1-1 7 7 A VEBREZREIR 1 (configl) £EULTETIAD

BT UCBRERBRZEMCTDCHIC, REREZBEEL T,
fto AN FOY TRV REUT [getreset] ZANITDE. BIEEETEEI,

BRERBREVDEZ DBEEIE. [getreset1] FclEk [getreset2] ZANUTCAKBEEBREEFUET,

« [getreset] ZANLIEBE @ HLEEDERRKOBRERBERNENTI .
. [getresetl] ZAAUKIBEE @ BEBRIE BRERBER 1] EMITEDFET,
. [getreset2] ZAADUIBE @ BHiEEE [BRERIBHR2] "EWICTEDET,
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FTP Y —/\HREICKD T 7 — LD T 7 DEFR

IV AV EDHp AN Y N2 TCT 7 — LD TV ZEM I 155257 LE T,

fip 00000000000
OputD O

FTPOLOLLOODO

LANO

CAEEICREDIIT
T77—L9 T 7EHEE. LTOTERUBTFTOTLIREEL,
FREBOBRZVSIEVWTL EEL,
AEBLFTTF—FEELTLWEVWT EEEERELTL RS0,
JAVY—VICKDEREEEZ T O TUOELREETIERE L T &L,
T7—LU T 7ZBHTDAEIIC. BRERBEREREL TBLTLLEEL,

@ ftp IV FOEEAGI
J7—LDI7%Z)\V IV EhSEHMITHSEDEZERLET .

C¥>cd J7—LD7TasLI KUY

C:¥tmp> ftp 192.168.1.1 AREICERTD
Connected to 192.168.1.1.

220 MR1000 V21.00 FTP server (config1) ready.
Name(192.168.1.1:root): ftp-admin PA—YR/EANTD
331 Password required for ftp-admin.

Password: :/\AD—RZANTS

230 User ftp-admin logged in.

ftp>bin A FUE—RICTD
200 Type set to .
ftp>put MR1000SOFT.ftp firmware D 7—=LUITEEFAD

local: MR1000SOFT.ftp remote: firmware

200 PORT command successful.

150 Opening BINARY mode data connection for ‘firmware’.
226- Transfer complete.

update : Transfer file check now!

update : Transfer file check ok.

226 Write complete.

1966 bytes sent in 97.80 seconds (6.31 Kbytes/s)

ftp>get reset AREZHERTS
local: reset remote: reset

200 PORT command successful.

421 Reset request ok. bye.

ftp>bye BEERTTD
C:¥tmp>
cRERBEDCEARDIP7 RURIF 1192.168.1.1]. Y T=Rw Y RXY [255.255.255.0] TI,

D— RIFERESNTOE A

JSNAT—=RIE [1.2 )NAT—RZRET D] (P8) TREULIL/IIRT—RZEEELTLEE

Lo CEBARIE. /(X

SHp ANV ROTTIANYY REUT [getreset] ZANTDE. ARBEBRIFTHCENTEFXTD,
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C

COLUMNES .o 16
D

DHCP BERDBESE oo, 64
F

P N e 119
FTP B — ) BEBE e, 119
H

HISTSIZE oo, 17
HOSTNAME oo, 16
|

IKE A 45 0 T —XIREHBRODMEES oo 56
IKE SRETIBEROMESE oo 53
IKE SL—RDFEER oo 113
IPseC [BERDIESR oo 50
IP REHIBERODIESD oo, 42
IP 7 4 )USEFRDBEER oo, 71
ISDN {BERODBETD oo 95
K

AN <o 16
L

LAN A5 7 T —XIBERDHESR oo, 39
LAN IBZRDIEET oo, 93
LDP [BERODIESR oo, 80
LINES oo e, 16
M

MPLS BERDBEEE oo, 74
N

NAT 1BERDIESR oo, 63
NOBELL oot 17
P

PIAFS [EZRDFESE oo 98
PING N/ R e 23
PPPoE T/ — /I bL—AMMESR oo 109

PPP JL—L L —RDMESR oo 105
PROMPT oo 16
PROMPTO oo 16
S

sftp NN 119
SFTP B —/WBEBE e, 119
T

TIMESTAMP <o, 17
U

UPNP 1BERODBEEE oo 69
USER oo 16
V

VRF IBERDIEEDR oo 86
VRRP FEIIDRUBEE o, 24
VRRPIBER oo, 87
VRRP IBFRDFESE oo, 87
A

AT T IT—RIERDFEER oo, 49
)

B R T oo 22
A

TITS5—OTEROESE oo 116
73\

ORIBEERODIESD oo, 28
BRI, VI oo, 22
FREERCERRRDERR o 34
B e 16
fay

F— A R e, 15
(¥

R BIERIIEEODFESR oo 103
REREZIDIESR oo, 103
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L

T UBERE 9
VAT INEFRDFEED oo 117
VRAT LAOTDREER e 41
1e)

FEBTREI oo, 19
A B ODIESR oo 25
I[=

A—=F)VVTRTIT i, 8
DA =) e, 7
B

F 4 R USRETBEERODMESY oo 35
BB B EG eeeee, 41

BE LT oo 41
&
BEETMDERTE o voveveverereeeie st 7
IC
ATTXF =B oo 18
el
Ry NI —DEBOMERS 23

(&

JN— 3 EERODIEET oo 104
J SR T — RODERTE oo, 38
13\

T7—IT T T DEH oo, 123
T IEERDFEST oo 89
TU—LUU—1ERDMEEER oo 91

S
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XTI e 104
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